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Abstract

We present InsPIRe that is the first private information retrieval (PIR) construction simultaneously obtaining
both high-throughput and low query communication while using only server-side preprocessing (meaning no offline
communication). Prior PIR schemes with both high-throughput and low query communication required substantial
offline communication of either downloading a database hint that is 10-100x larger than the communication cost of a
single query (such as SimplePIR and DoublePIR [Henzinger ef al., USENIX Security 2023]) or streaming the entire
database (such as Piano [Zhou et al., S&P 2024]). In contrast, recent works such as YPIR [Menon and Wu, USENIX
Security 2024] avoid offline communication at the cost of increasing the query size by 1.8-2x, up to 1-2 MB per query.
Our new PIR protocol, InsPIRe, obtains the best of both worlds by obtaining high-throughput and low communication
without requiring any offline communication. Compared to YPIR, InsPIRe requires 5x smaller cryptographic keys,
requires up to 50% less online query communication while obtaining up to 25% higher throughput. We show that
InsPIRe enables improvements across a wide range of applications and database shapes including the InterPlanetary
File System and private device enrollment.

At the core of InsPIRe, we develop a novel ring packing algorithm, InspiRING, for transforming LWE ciphertexts
into RLWE ciphertexts. InspiRING is more amenable to the server-side preprocessing setting that allows moving the
majority of the necessary operations to offline preprocessing. InspiRING only requires two key-switching matrices
whereas prior approaches needed logarithmic key-switching matrices. We also show that InspiRING has smaller noise
growth and faster packing times than prior works in the setting when the total key-switching material sizes must be
small. To further reduce communication costs in the PIR protocol, InsPIRe performs the second level of PIR using
homomorphic polynomial evaluation, which only requires one additional ciphertext from the client.
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1. Introduction
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Figure 1: Communication Cost vs. Online Server Runtime for a PIR query over a 1 GB database. Red points retrieve 1-bit
entry and blue points retrieve a 32KB entry.

Private information retrieval (PIR) is a powerful cryptographic protocol enabling users to privately query entries from
a public database held by a server. In this protocol, the server holds a database with [N entries and the client wishes to
retrieve the i-th entry. PIR ensures the client’s query index ¢ remains hidden from the server. The strong privacy guarantees
of PIR have been critically leveraged to design privacy-preserving systems for many applications such as advertising [39],
blocklists [47], certificate transparency [43]], contact discovery [9], [33], [46], databases [78]], file systems [60], media
consumption [40], metadata-hiding communication [66]], [S], [49], [4]], [L], password leak checks [77], [54], [3] and web
search [42]. PIR has also seen adoption for real-world deployments in industry by Apple [6]], Google [80] and Microsoft [51].

PIR has been studied in both the single-server (such as [48], [71]], [70]) and multiple, non-colluding server settings
(including [24], [35], [L1]). While multi-server PIR schemes are efficient, their privacy relies on stronger, non-collusion
trust assumptions that may be difficult to materialize in practice. In our work, we focus exclusively on single-server PIR to
avoid the these challenges.

When evaluating the efficiency of PIR protocols, there are two core cost metrics that must be considered. First, the
amount of computational cost necessary to serve PIR requests. The computational cost can be measured using throughput,
which is the ratio of the database size and the server time (equivalently, the amount of time needed per database entry).
The second important metric is the communication (bandwidth) needed for each PIR query. Over the past decade, many
works have studied the problem of designing efficient PIR protocols that we survey below.

Server-Stored Client-Specific Keys. Starting from XPIR [61]], there has been a long line of work designing PIR proto-
cols based on the RLWE hardness assumption including [4], [3], [67], [L], [62], [16]. These works obtain small online
communication, but have two main drawbacks. First, they require substantially larger computational costs during queries
compared to other PIR schemes (see below). Even worse, these works requires the server to store client-specific keys of
several megabytes in size that must be used during PIR queries, which is very limiting in practice. These client-specific
keys must be uploaded to the server (for example, either with the first query or in an offline preprocessing step). So, the
total communication cost is substantially large, especially if users only perform a small number of PIR queries. Also, server
storage grows with the number of users limiting applicability for systems with very large user bases.

Client-Stored Database Hints. Another line of work has considered the case where the PIR protocol with offline pre-
processing where the client must retrieve and store hints about the database. Several recent works including SimplePIR
and DoublePIR [43] as well as FrodoPIR [30] build LWE-based PIR schemes in this class. They obtain higher throughput
compared to the prior RLWE-based PIR schemes while maintaining slightly larger, but comparable query communication.
However, the database hint, that must be downloaded by each user before issuing any PIR queries, is substantially large.
Furthermore, hints must be re-downloaded by all users each time the database changes.

Taking this paradigm to an even more extreme, recent work [27] has shown that client-stored database hints can obtain
PIR schemes with online query time sublinear in the database size obtaining even higher throughput. Unfortunately, practical
instantiations including [81], [76] require every user to stream the entire database during offline preprocessing. Furthermore,
the database must be streamed every O(y/n) PIR queries unlike the prior LWE-based schemes [43]], [30]. The very recent
work of ThorPIR [37] avoid streaming the entire database by, instead, using heavy cryptographic primitives requiring up to
multiple hours of server computation for just one client to retrieve a hint.



Server-side Preprocessing with No Offline Communication. The main drawback of the prior two classes of PIR schemes
usually come from the communication required in the offline preprocessing steps. To solve this, recent works including
Tiptoe [42], HintlessPIR [53], YPIR [63], RLWEPIR [60]], WhisPIR [32], and KSPIR [58]] construct PIR protocols in the
Common Reference String (CRS) model where there is no offline communication. This solves many of the problems from the
prior schemes that require offline communication. Unfortunately, these works end up sacrificing online communication during
PIR queries to eliminate offline communication. For example, YPIR [63] requires up to megabytes of online communication
more compared to PIR with client-stored hints.

In a recent breakthrough work, Lin et al. [S6] showed the first PIR scheme with silent preprocessing and sublinear query
time. Unfortunately, the concrete cost remains large to date rendering the construction impractical [69].

Our Question. Given the current state of affairs in PIR, we are left to navigate one of two obstacles. If we insist on both
high-throughput and low query communication, then we must solve the challenges and costs associated with the offline
communication for either server-stored client-specific keys or client-downloaded database hints. In contrast, if we aim to
avoid offline communication and require PIR schemes with silent preprocessing, we must stomach substantial additional
communication for each PIR query. This leads to the following question:

Can we construct a PIR without offline communication obtaining high-throughput and low query communication?

In this work, we answer in the affirmative with a new class of PIR protocols that obtain both high-throughput and low
query communication without offline communication.

1.1. The Case for Server-side Preprocessing with no Offline Communication

PIR with server-side preprocessing is very useful in many applications of PIR. We list four circumstances under which
server-side preprocessing is beneficial, compared to other approaches in the literature. This is not an exhaustive list and we
leave more applications for PIR with server-side preprocessing to future work.

Singular Query. A common assumption in the PIR literature is that the user makes many queries such that any setup cost
may be amortized. Under this assumption, PIR protocols with large initial offline communication costs are justified as the
per-query costs become small over time. For example, protocols that require server-stored cryptographic keys [4]], [67], [62]
assume that these keys are used for many queries. Protocols that use database-dependent client-stored hints assume that the
downloaded hint is used across multiple queries over some longer period of time [43], [30]. Mazmudar et al. [60] argued
that in many applications (e.g., IPFS), the client may only make one query to a server. In these settings, protocols with
large initial costs make the usage of PIR infeasible. It is also not hard to see the PIR applicability challenges extending to
even more use cases where clients only perform a few number of PIR queries infrequently over a long period of time. In
such applications, PIR with server-side preprocessing that avoid large setup costs are critical.

Cold Start. In some applications, the client may not have enough time to perform offline communication. An example is
the use of PIR for device enrollment in Chrome devices [80]. Given that the PIR query is performed upon startup, there has
not been any opportunity to exchange information in the offline phase. Within these usages of PIR, the initial setup must be
performed online at the same time as the PIR query. As a result, protocols with expensive preprocessing (such as streaming
the database or uploading large cryptographic keys) would incur substantial costs to use PIR. In contrast, PIR protocols
with server-side preprocessing may be used immediately even if the client has no time to perform offline communication.

User Anonymity. There has been work that suggests using PIR in the context of anonymity networks such as Tor [66]. In
this context, the usage of PIR requiring per-client storage on the server, also known as a per-client state, is contradictory
to the goal of anonymity. If a per-client state is used, the server can correlate queries made by the client, which reveals
metadata. Henzinger et al. [43, Appendix B] also demonstrated the risk of client state recovery attacks by an active adversary
when the client reuses a secret key. Once again, PIR with server-side preprocessing has none of these drawbacks and may
be used in anonymity networks without these privacy concerns.

Large User Bases. We can also consider setting where PIR is used to serve information to large user bases. For example,
one can the consider password leak checks application that is served to all browser users [51]], [3]. Once again, we could
consider PIR protocols with large preprocessing costs. For protocols with server-stored keys, the PIR service must store a
large per-client state for every browser user. The storage costs grow linearly in the user base size, which would be infeasible
in this application. Similarly, PIR protocols with client-stored hints would require executing an expensive offline phase with
each browser user that is once again challenging to scale. In either of the above types of PIR protocols, if the client loses its
storage for any reason, the entire offline phase must be executed again. PIR with server-side preprocessing does not suffer
from any of these scalability issues.

Database Changes. We can also consider the natural setting where the database may update on a frequent basis. For PIR with
client-held hints, any application with a constantly changing database will require modifying the offline database-dependent
hints that have been given to clients. In many cases, this requires either re-executing the offline phase or running some



specialized protocol for updating client hints [81], [44]. Nevertheless, the necessity of executing an additional protocol
with every client for each database update adds substantial complexity to the system. In contrast, PIR with server-side
preprocessing only requires the server to locally compute and update its internal database representation to handle database
changes.

1.2. Technical Overview & Contributions

Efficient PIR with Server-side Preprocessing. As our main contribution, we present a new PIR protocol, InsPIRe, that
simultaneously obtains high-throughput and low query communication using only server-side preprocessing in the CRS
model, without any offline communication. Specifically, we obtain higher throughput and lower communication than all
state-of-the-art PIR protocols in the CRS and silent preprocessing model such as YPIR [63] and HintlessPIR [53]]. We observe
this advantage across various database sizes with different payload sizes. For example, for retrieving a 32 KB payload from a
32 GB database, InsPIRe has 10% higher throughput and 67-90% lower communication costs compared to HintlessPIR [53]]
and YPIR [63]]. Moreover, we can parameterize InsPIRe to optimize for other metrics, e.g., lower communication. InsPIRe
can achieve 78-93% reduction in communication whilst still having better throughput than HintlessPIR and YPIR. Figure [I]
shows a full comparison with related work.

Ring Packing with Preprocessing. At the core of our techniques, we develop a novel ring packing algorithm InspiRING
that translates LWE ciphertexts into a RLWE ciphertext (Section |3)) using three steps. In the first step, LWE ciphertexts are
transformed to an intermediate representation with the message encoded as a constant term of the plaintext polynomial. This
is achieved by carefully applying the trace function, expressed in terms of the two generators of the Galois group. Next,
ciphertexts are aggregated to obtain one ciphertext in the intermediate representation that encodes all the original messages.
Finally, the result is converted back to the standard RLWE ciphertext format using only two cryptographic keys. In the
context of PIR, InspiRING requires substantially less cryptographic material to compress PIR responses while simultaneously
obtaining better throughput.

Homomorphic Polynomial Evaluation. We also present a novel technique to further reduce the size of the PIR response by
representing database entries using polynomials. We show how to reduce the PIR response size by evaluating polynomials
homomorphically in an efficient manner (Section [6).

Applications. We show that our new protocol, InsPIRe, can be applied to improve efficiency in several real-world deploy-
ments. To showcase the improvements across a wide-range of realistic database sizes and shapes, we show that InsPIRe
can improve the efficiency of two applications that heavily rely upon PIR with silent preprocessing. First, we show that
InsPIRe is a better alternative for issuing private queries in the InterPlanetary File System (IPFS), where PIR queries are
issued over databases of various sizes with varying payload sizes. In this context, our work can improve communication by
up to 51% and computation by up to 86% over prior work [60]. Secondly, we consider the private device enrollment that is
deployed by Google [80] where PIR is used to privately check membership of identifiers in a database. We show InsPIRe
requires less than 300 KB communication to respond to a request in about 800 ms, for a database of 40M identifiers. In
summary, InsPIRe enables improvements across a wide set of applications and databases.

2. Preliminaries

Basic Notation. We use lowercase bold letters to denote vectors and uppercase bold letters to denote matrices. We use
[a1,...,a,] to denote an 1 x n row matrix and [ay,...,a,]" to denote an n x 1 column matrix. For a set R, we use
R"™ = R™*! to denote the set of n x 1 column vectors over R while R'*™ to denote the set of 1 x n row vectors over R.
We will use R and R'*! interchangeably. For a vector a, we use a[j] to index the j-th element and a[i : j] to denote a
slice in interval [¢, j). For a polynomial p, we denote p[k; : k2] as the subset of coefficients of p, with degree in [k1, k).
If it is clear from the context, we will treat a row vector as a tuple and vice versa and interchange them freely without
explicit casting.

For a discrete probability distribution D defined over the set S, we use x < D(S) to denote sampling an element from
S according to the distribution D. We use U(S) to denote a uniform distribution of a set S.

We use A to denote the security parameter.
Gaussian and Subgaussian Variables. A random variable X is subgaussian with parameter o if Pr[|X| > t] < 2exp(—7t?/0?)
for all ¢ > 0. A discrete Gaussian variable with width o is subgaussian with parameter o. If X is subgaussian with o,
¢X is subgaussian with parameter |c|o. The sum X3 + ... + X}, of independent subgaussian variables (with parameters
o1,...,0%) 1s subgaussian with parameter \/Zi a,?. See [74] for more details.

Cyclotomic Rings. We use cyclotomic rings R = Z[X]/(X? + 1) and R, = Z,[X]/(X%+ 1), where d is a power of two.
Ring elements p(X) € R may be denoted as p if clear from context.



LWE, RLWE, and MLWE. In our work, we will use both LWE- and RLWE-based private key encryption. We use x(Z)
to denote an error distribution over Z and x(R) to denote an error distribution over the coefficients of R. We naturally
extend to x(Z™) for an error distribution over Z™ and x(R"™) for an error distribution over R".

An LWE encryption of a message m € Z, is the pair (a,b) € Z% x Z, such that b = —(a,s) + e + A - m where
s + x(Z9) is a secret key, e < x(Z) is a small error value, and A is a scaling factor that is typically A = |¢/p|. Note,
the secret key s enables decryption message m by computing b+ (a,s) = e + A - m € Z,. When e is small, this allows
retrieving m € Z, by rounding.

An RLWE [36] encryption of a message m € R,, consists of the pair (a,b) € R; x R, such that b= —as+e+ A-m
where s « x(R) is a secret key, e « x(R) is an error polynomial and A is a scaling factor that is typically A = |¢/p].
Given the secret key s, it is possible to decrypt the message m by computing b + as = e + A - m € R, such that m can
be retrieved by rounding as long as e is small.

While we don’t directly use it in our work, we draw some useful analogies to MLWE encryption schemes [13], [50] in
our packing algorithm in Section [3] We refer to Section 2.3 in [13] for details.

Throughout the paper, we use d to denote both the dimension of LWE samples and the degree of RLWE samples. In
both encryption schemes, we will use the version where the public random components of the ciphertexts are fixed, which
remain secure as long as the secret keys are re-sampled (see [[75]).

Gadget Matrices. [64] Given a modulus ¢ € N and a decomposition base z € N, we use g, = [1,2,...,271]T € Zg
where ¢ = [log g/ log 2] to denote a one-dimensional gadget matrix. We use g, ! : Z, — Z**¢ to denote the base-z digit
decomposition operator on an integer in Z,, where each component of the output vector is an integer in [—z/2,2/2). We
extend g1 : Z, — Z'* to g1 : R, — R to operate over the ring R, where the digit decomposition is applied to
each coefficient of the element in R, independently.

RLWE-RGSW External Product [23]. For g, € Z! and identity matrix I, let Go. = I ® g. € R2**%2. An RGSW
encryption of message m € R, is [a’,b/] € R2©%%:

[@’,b'] :=[a,—sa+e|+m- Gy,

where a < U R(QIZ) is the random component vector and e < X(R?IZ) is the noise vector. For a RLWE ciphertext
RLWE(mg) = (a,b) and a RGSW ciphertext RGSW(m;) = [a’, b'], the external product is defined as:

O :RLWE(mg) x RGSW(m1) — RLWE(mem;)
(a”,0") = [g; *(a), g, (b)] - [a', b'].
The result is a RLWE ciphertext of the product mgm;.

RLWE Key-Switching. Given a RLWE ciphertext (a,b) = (a, —as + m + e) encrypted under a secret key s, the goal of
the key-switching procedure is to transform the ciphertext (a,b) to be encrypted under a different key s’. Let z and ¢ be
the gadget parameters. The key-switching procedure consists of a pair of algorithms KS = (Setup, Switch) defined as:
o KS.Setup(s, s’) : On input source secret s € R, target secret s’ € R,
1) Sample w < U(RY) and e < x(R").
2) Compute y < —s' -w+s-g, +e
3) Output K = [w,y] € R**? as the key-switching matrix.
« KS.Switch((a,b), K) : On input a RLWE ciphertext (a,b) = (a, —as +m + ¢), a key-switching matrix K € R**? that
switches from s to s’
1) Output (a’, ") < (0,b) + g, (a) - K.
We refer to Section 2.4 in [[18] for more details.

Galois Group. For the cyclotomic ring R that we consider in this work, the Galois group is a group of ring automorphisms,
with each element:

Tg:R— R
74(p) = p(XY)

for g € {1,3,...,2d — 1}. The Galois group is isomorphic to the additive group Zg4 /2 X Zz and can be generated using two
generators [34].

For a non-negative integer i, we use Tg (resp. 7, %) to denote the Galois group element corresponding to i applications
of 74 (resp. 7,1).

For a matrix M € R™*™, we extend the use of 7, and denote 7,(IM) to mean that 7, is applied to each entry of M.

We extend this notion naturally to Tg as well.



Independence Heuristic. Following prior works such as [4]], [67], [62], [S3], we assume the independence heuristic where
the error terms of all intermediate computations are independent. As a result, we analyze the variance of the noise vector as
opposed to the worst case magnitude. In particular, we leverage the fact that variance is additive for independent subgaussian
variables to analyze noise.

PIR. We consider single-server PIR schemes with single roundtrip queries consisting of the tuple of four algorithms (Setup,
Query, Respond, Extract):
o Setup(1*,D) — (pp, D’) : Executed by the server, this algorithm receives security parameter 1* and database D, and
outputs public parameters pp and encoded database D’. Output pp is shared with the client.
o Query(pp, idx) — (st,qry) : Executed by the client, this algorithm receives public parameters pp and the DB index idx,
and outputs client state st and query qry.
« Respond(pp, D’, qry) — resp : Executed by the server, this algorithm receives public parameters pp, encoded database
D’, and query qry, and outputs response resp.
o Extract(pp, st, resp) — entry : Executed by the client, this algorithm receives public parameters pp, client state st, and
server’s response resp and outputs the entry.
Our work follows standard security and correctness definitions from prior works (such as [43], [63]). We defer formal
descriptions to Appendix [A]

2.1. The Common Reference String (CRS) Model

In this model, we assume that all parties have access to a global string, generated by a trusted entity. Under this
assumption, we fix the random components of the LWE/RLWE ciphertexts, and this scheme remains secure as long as fresh
secret keys are generated for each query (with multiplicative factor security loss proportional to the number of queries).
Prior work such as SimplePIR [43]], HintlessPIR [53], and YPIR [63] also work in this model.

2.2. Convention of our Pseudocode Presentation

In the CRS model, the message-independent components of the ciphertexts are fixed before the online phase, enabling
precomputation of protocol parts dependent solely on these message-independent components. Typically, the offline and the
online phases of a protocol are described using separate sets of pseudocode. Instead, we combine both phases into a single,
integrated pseudocode description.

To clearly distinguish these phases within a unified structure, operations performable during offline preprocessiong are
highlighted. This convention requires a two-pass interpretation of our protocol:

1) Offline Preprocessing Pass: Only highlighted portions are executed and generated data is cached. Non-highlighted
parts are disregarded.
2) Online Execution Pass: Non-highlighted portions are executed using cached values from highlighted portions.
We believe this integrated style offers a more intuitive grasp of the interplay between precomputed and online operations
without having to jump back and forth between them.

3. Ring Packing with Preprocessing

In this section, we present InspiRING, our ring packing construction transforming LWEs into a RLWE ciphertext.
InspiRING is specifically designed for the CRS model where the random components of ciphertexts are fixed and can be
preprocessed. InspiRING will be the core building block of our low query communication and high-throughput PIR protocol.
Prior LWE-based PIR schemes [42], [S3] essentially used existing packing/bootstrapping algorithms in a blackbox manner,
which mainly target a more general setting where the random parts of the ciphertexts are not necessarily known ahead and
can be preprocessed [H Our observation is that, if we design algorithms where offline preprocessing utilize fixed random
components of the ciphertexts, then we can obtain a more efficient ring packing algorithm. In comparison to the CDKS
ring packing [18]] used in YPIR [63]], our construction is practically more efficient and has better analytical and concrete
noise growth while only requiring two key-switching matrices. In contrast, CDKS [18] requires lg d key-switching matrices,
increasing PIR communication.

Notational Convention. For the presentation in this section, we adopt a notational convention that omits the message scaling
factor A and the error term e and assume they are part of the plaintext message. For example, the LWE pseudorandom
component b = —(a, s) + e+ Am will be written as b = —(a, s) +m/ where m’ = e+ Am. For this section, we emphasize
that this notational convenience does not impact the correctness or security of the described algorithm. On the other hand,
the noise introduced during the packing will be written and analyzed explicitly.

1. For PIR, these schemes did take advantage of preprocessing the random components of the ciphertexts to improve the online computation, but only
by “simulating” the underlying algorithm in the offline phase.



3.1. Revisiting CDKS [18] Packing

Before we describe our construction, we will first re-examine the CDKS packing algorithm [[18] which is also used in
YPIR [63]. While certain insights from the CDKS algorithm will be directly incorporated into our construction, our primary
focus here is to understand why CDKS requires many key-switching matrices. In this discussion, d represents both the
dimension of the initial LWE ciphertexts and the degree of the target ring.

The CDKS algorithm begins by interpreting the input LWE ciphertexts denoted as (a,b = —(a,s) +m) € ZI x Z,
as elements of R, x R, where R, = Z,[X]/(X d + 1). This embedding process treats the LWE ciphertext as an RLWE
ciphertext, (@,b) € R, x R,. In this interpretation, b corresponds to the original b (treated as a constant term polynomial),
and a is Zf:_ol a[i] - X ~*. Consequently, b can be formulated as:

b= —as+m (mod q). (1)
In this equation, § = 221:—01 s[i] - X* represents the LWE secret s as a polynomial. A key outcome of this transformation
is that the constant term of 7 holds the original message m. However, the other coefficients of m are filled with arbitrary
values due to the embedding. If these other coefficients were zero, packing multiple messages would be simple: multiplying
the RLWE ciphertext by X? cyclically shifts its coefficients by i positions, and thus, by applying suitiable X* multiplications
and summing the resulting ciphertexts, a single RLWE ciphertext could embed all the LWE plaintexts.

For ring packing, it’s necessary to zero out specific coefficient slots. This creates space for the plaintext messages from
other ciphertexts to be merged into a single, consolidated RLWE ciphertext.

CDKS addresses this challenge by incrementally merging the input ciphertexts through a recursive process. This packing
procedure can be viewed as a complete binary tree with depth of 1g(d). The leaves of this tree are the RLWE-embedded
LWE ciphertexts (Eq.[I). At each internal node, two RLWE ciphertexts are combined into a single, valid RLWE ciphertext.
This merging step employs an automorphism to zero out the necessary coefficient slots of the plaintext message. Specifically,
these automorphisms preserve certain coefficients (for already packed messages) while negating others. When a ciphertext is
added to its automorphic image, the negated coefficients cancel each other, therby freeing up slots for the merging process.
A subesequent key-switching operation is then performed to eliminate the extraneous term from the automorphism.

A critical aspect of this method is that the specific automorphism applied depends on the number of messages already
packed. Consequently, each level in the recursion tree utilizes a distinct automorphism. This necessitates a unique key-
switching matrix at each level to remove the extraneous term generated by the automorphism. As a result, this packing
strategy inherently requires lg(d) key-switching matrices, which results in large cryptographic material.

It is important to note that the CDKS algorithm was not initially developed with the CRS model in mind. In the CRS
model, the random components of ciphertexts are known and can be preprocessed. This raises a crucial question: can we
leverage the CRS model to devise a more efficient ring packing algorithm to reduce the substantial cryptographic overhead
of the existing methods such as CDKS?

3.2. Packing with Two Key-switching Matrices

We affirm the above question by presenting our packing algorithm that can efficiently translate d input LWE ciphertexts
into a single RLWE ciphertext using only two key-switching matrices. Here, d is the dimension of the input LWE ciphertexts
and also the degree of the target ring. Our construction is divided into three stages as follows:

1) LWE to Intermediate Ciphertexts: The goal of this initial stage is to reinterpret each LWE ciphertext as a larger
intermediate representation (reminiscent of a Module-LWE ciphertext [[13]], [S0]). Crucially, this intermediate ciphertext
encrypts the original LWE message as a constant term polynomial and retains necessary homomorphic properties for
packing. This transformation is important because a) the constant term message enables straightforward aggregation of
multiple such ciphertexts (Stage 2) and b) a carefully designed “correlated structure” in these intermediate ciphertexts
enables our construction to ultimately rely on just two key-switching matrices (Stage 3).

2) Aggregation of Intermediate Ciphertexts: Stage 2 leverages homomorphic properties of the transformed ciphertexts
to combine multiple such ciphertexts into one consolidated ciphertext. Since each transformed ciphertext embeds
the original LWE message as a constant term polynomial, the aggregation becomes straightforward. The aggregated
ciphertext’s plaintext polynomial embeds the input LWE messages into distinct coefficients.

3) Conversion to RLWE Ciphertext: The final stage converts the intermediate ciphertext (which now holds all packed
messages) into a standard, compact RLWE ciphertext. This is achieved via an iterative key-switching procedure that
“collapses” the components, efficiently utilizing the correlated structure and Galois automorphic images of two elemen-
tary key-switching matrices.

At first, the transformation of LWE ciphertexts into significantly larger intermediate ciphertext in the initial stage might
appear counterintuitive to achieving efficiency. However, the key to this approach lies in the nature of these expanded



structures. The bulk of the data within these intermediate forms is determined solely by the fixed random components of
the original LWE ciphertexts and the key-switching matrices. In the CRS model where these random elements are fixed and
known beforehand, the computationally intensive operations involved in constructing and processing these larger structures
can be mainly moved to an offline preprocessing phase. This idea of investing more in offline computation is a recurring
principle across all the three stages of our packing algorithm. It allows a substantial reduction in online computation time
and minimizes overhead associated with cryptographic materials during the online packing process.

Stage 1: LWE to Intermediate Ciphertext. The first stage transforms each LWE input ciphertext into a specially structured
ciphertext that resembles a Module-LWE (MLWE) ciphertext [13]], [50]. Specifically, we will construct an intermediate
ciphertext where the random component and the secret key are modules over the ring R, = Z,[X]/(X¢ + 1). The
pseudorandom component is an element in R, and will embed the original LWE message as a constant term polynomial,
masked by an inner product between the random component and the secret key. However, the crucial difference from a
typical MLWE ciphertext is the carefully designed correlations among the secret key components. Looking ahead, this
correlated structure of the secret key components is essential for enabling the use of two key-switching matrices in Stage 3.

The core idea begins with embedding the input LWE ciphertext, (a,b = —(a,s) + m), as an RLWE ciphertext (a,b =
—as + m) as in CDKS [18] (see Eg. . However, as discussed previously, the non-zero coefficients of the embedded
plaintext message need to be zeroed out to enable packing. CDKS handles this by incrementally merging the ciphertexts in
a recursive fashion, only freeing up necessary coefficient slots required for that stage of merging.

Instead, our insight is to transform the RLWE interpretation (a,b) into a carefully designed intermediate representation
upfront that is more amenable to packing. Specifically, we aim to construct an intermediate ciphertext that embeds the
original LWE message as a constant term polynomial, e.g. message of the form m(X) = m. Looking ahead, this “sparsity”
of the message allows multiple such ciphertexts to be aggregated without interference between messages.

To achieve this, we leverage the following formulation of the trace function (defined as the sum of Galois conjugates [34]])
expressed in terms of two generators of the Galois group. We recall that for the cyclotomic ring R in this work, the Galois
group is isomorphic to the additive group Zg/, x Zo [34]. 7, and 73, in Lemma [I| corresponds to the two generators (1,0)
and (0,1) in Zg/o x Zy. We leave the proof to Appendix

Lemma 1. Let p(X) € Z[X]/(X%+1) such that p(X) = Z?:_Ol c; X where d is a power of two. Let g = 5 and h = 2d —1,
and define Tr : R — R as

d/2—1

Tr(p) == Y 7 (p) + 10 o7)(p).
=0

Then Tr(p) = d - co.

The key insight to forming the intermediate ciphertext lies in how its components are constructed from the initial RLWE-
like interpretation (a,b). The first (random) component of the new intermediate ciphertext is a vector of d polynomials
ae Rg. The first half of & is defined as a[j] = d~' - 7J(a) for j < d/2. The second half is the automorphic image of the
first half by 73, e.g. 4[d/2 : d] = 7,(4[0 : d/2]).

The original b is re-interpreted to serve as the pseudorandom component of this new intermediate ciphertext. Specifically,
suppose we define the corresponding intermediate secret key vector (module) as § € Rg where the first half is §[j] = Tg (3)
and the second half is the automorphic image of the first half by 7, e.g. 8[d/2 : d] = 7, (8[0 : d/2]). Then, the component
b satisfies: ~

b=—(4,8) +m (mod q) 2)

We note that this equation is derived from the application of the operator Tr from Lemma [I] appropriately on Eq. [T] (detailed
in Appendix . In particular, the pair (&, b) forms an MLWE-like ciphertext encrypting message 1.(X) = m.

Importantly, the structure (&, b) maintains necessary homomorphic properties (akin to MLWE) for packing. It supports
plaintext absorption (multiplication to each component) and homomorphic addition (component-wise addition), which is
crucial for Stage 2.

In summary, Stage 1 converts an LWE ciphertext (a,b) (encrypting m) into an intermediate ciphertext encrypting
m(X) = m, which we denote as IRCtx(ri2) (stands for Intermediate Representation CipherTeXt).

We present the formal pseudocode of this transformation in Algorithm [Ifs subroutine TRANSFORM. See Appendix [B]
for further detailed mathematical derivation of IRCtx(m).

Stage 2: Aggregation of Intermediate Ciphertexts. Stage 2 combines d IRCtx ciphertexts (from Stage 1) into a single
IRCtx, packing their messages as distinct coefficients.

Consider d input LWE ciphertexts: (ag,bg), ..., (24—1,b4—1), where the k-th ciphertext encrypts my. Applying Stage
I’'s TRANSFORM to each (ag, by) yields: IRCtx(7iy) < TRANSFORM(ay, by ), where 17, (X) = my, is a constant term.



We then multiply each IRCtx(ri1;,) by X% and sum the results. Leveraging the homomorphic properties of IRCtx, we
obtain the following:

d—1 d—1
IRCtx(ring,) - X* = IRCtx (D i X*).
k=0 k=0

We denote this aggregated plaintext message as 7q4g = Z =0 L X" and the corresponding ciphertext encrypting it
IRCtx(712ag9) = (8agg, Bagg). The above operation positions the original plaintext messages in the LWE ciphertexts, my,
into the coefficients of 77,4, However, the intermediate ciphertext produced at this stage, IRCtx(17444), is considerably
large, comprising d + 1 elements from the ring 7. The formal pseudocode of this stage is provided in Algorithm s PACk
procedure, Line 4.

Stage 3: Conversion to RLWE Ciphertext. The aggregated intermediate ciphertext IRCtx(1itag9) = (faggs Dagg) € RIx R,
is currently represented by d+ 1 ring elements in R, and is effectively encrypted under a vector of secret key shares 8 with
8[j] = 7J(5) and Slj+d/2l=m o7)(8) for j < d/2

As a reminder, bagg can be expressed as (from Eq. :

Bagg = —(84gg,8) + Magg (mod q)
d/2—1
= 3 Gugeli) - 7i(3) | (mod q)
7=0
d/2—1
| D2 Aageli +d/2 - (a0 i(3) | +1itagy (mod g).
7=0

To obtain a standard two-component RLWE ciphertext encrypted under a single base secret key s, we must reduce the
number of these components by re-expressing the masking part (4agg,8) With respect to a single base secret key 3.

At a high level, this reduction is achieved through an iterative process that systematically "collapses” the components.
In each step, a RLWE key-switching procedure (see Section 2] for full description) 1s applied, which re-expresses the
pseudorandom component originally masked by one secret key share 7, k(3) (resp. mh, 0 Ty k(%)) so that its masking now relies
on a different share Tk L(8) (resp. 7, o Tk 1(3)), effectively reducrng the number of distinct key shares in the overall
ciphertext masking. ThlS iterative process eventually consolidates all parts under two key shares § and 7, (5).

This process relies on a set of key-switching matrices, but all necessary key-switching matrices are automorphic images
of a single elementary key-switching matrix K, = KS.Setup(7,(5), §). This is because if K, transforms a ciphertext
component from being encrypted under 7,4(8) to §, then its automorphic image Ty kK g) (tesp. T, 0 Tj(Kg)) will transform
a component from 751(3) to 7)(3) (resp. 7, 0 TF (5 5) to T 2 (3)).

This creates a telescoprng effect where each step in the reductlon uses a key related to K, by an appropriate Galois
automorphism, allowing the component reduction to be performed efficiently using variants of just one base key-switching
matrix. After d — 2 such iterations, the number of random components of IRCtx(772,44) is reduced to two, with the resultant
ciphertext encrypted under two secret key shares § and 75,(5). To eliminate the key share 75,(5), we perform the final
key-switching using K = KS.Setup(7,(3), 5). The final result is a standard two-component RLWE ciphertext (a fin, bfin),
where by, = —afin - 8+ Magg + €0t and ey; is the total accumulated noise from the key-switchings.

The formal pseudocode of this stage is presented in Algorithm [I's subroutine COLLAPSE. The full details of this iterative
component reduction algorithm, including the specific key-switching steps, are provided in Appendix [C|

Putting It Together. The discussions in the preceding sections can be summarized as the unified algorithm InspiRING.Pack.
The pseudocode is in Algorithm [l We remind the readers that the highlighted parts of the algorithm correspond to the
preprocessable components in the CRS model (Section We denote s is the natural polynomial interpretation of the LWE
secret s.

Preprocessing in the CRS Model. A key strength of InspiRING algorithm is its inherent suitability for preprocessing in
the CRS model where the random components of the ciphertexts are fixed. As detailed in the preceding stages, a substantial
portion of the data manipulated during the packing process depends solely on the random components of the initial LWE
ciphertexts and the key-switching matrices K, and Kj,. This characteristic allows for significant portions of the computation
to be performed offline, making the online packing phase very efficient.

The benefits of this approach are evident in the first two stages. In Stage 1, the random components of the resultant
IRCtx(7iy) ciphertexts are entirely determined by the random vectors of the input LWE ciphertexts. Similarly, in Stage 2,
the bulk of operations involves combining these preprocessable random components. The online aspects of these stages are
minimal: the re-interpretation of the LWE pseudorandom components b;, into their ring element counterparts b requires no
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Algorithm 1 InspiRING algorithm

1: procedure PACK([ A ,b] € ZZX(‘HD,KQ =[wy ,yq,Kn=[wpn ,yn] € Rgxz)
2 fork=0...d—1do

3 (&p ,br) < TRANSFORM( A[Kk] , b[k])

4: ((Bagg vBagy) — Zz;é( ag aBk) - X*

5 (afin -,bf'in) + CoLLAPSE(( 8agg 7Ba,gg)v [ Wg ’YQ]v [ wWh ,yn])

6 return ( afin ,bfin) € Rg X Rq

— Subroutines —
1: procedure TRANSFORM(( a ,b) € Zg X ZLq)
2: @« dry i talxt >d-d”' =1 mod g
3 beb
4: Initialize & € Rg
5: for j =0...d/2—1do
6: alj] « 7i(a)
7: a[j +d/2] « mno7Tl(a)
8: return (& ,b) € R x R,
1: procedure COLLAPSE(( 8444 ,l;agg) S R;l X R¢, Ky =[wg ,y4] € RfIXZ,K;L =[wp ,yn| € Rf;XQ)

81  Baggl0:d/2]
Ay — Baggld/2:d]
(‘a1 ,b1) < COLLAPSEHALF(( &1 ,bagqy, [ Wy ,¥4l, 1))
(‘a2 ,b2) < COLLAPSEHALF(( &2 ,b1,[ wg ,¥yg], Th ))

(@ ,b) + COLLAPSEONE(( [a1,a2] ,b2),[ Wi ,¥n])
return ( a ,b) € Ry X Ry

A U

procedure COLLAPSEHALF(( &nats ,bnatf) € RY? x Ry, Ky =[wy ,yg] € RE*?, p € {I,mu})

2: Rename ( &paqrf ,5;,,,,”-) as ( ald/2=1) ,b(d/Q_l))
3 fork=d/2—1...0do
k—1 k—1
4: K, " +pot;7 (Kyg)
5: (ath=1 p(*E=1) « CoLLaPSEONE(( a®) | p(F)) KE—1)
6: return ( a(® [ b(") € R, x R,
1: procedure COLLAPSEONE(( a ,b) € R;“ xRy, K=[w,y] € RéX2)
2: (a’ ,b") + KS.Switch(( a[k — 1] ,b),[ w ,y])

bl

a’ « [a[0],...,a[k —3],alk —2] +a/]T € RET!
4: return (2’ ,b') € R x R,

actual computation, and their aggregation into IRCtx(772,44) is a straightforward process of assigning the constant by, values
as polynomial coefficients.

The advantages extend to Stage 3, though perhaps less immediately obvious. This stage involves an iterative reduction
of the intermediate ciphertext’s components using key-switchings. After Stage 2, the IRCtx(17444) consists of d random
components (which, as established, can be preprocessed offline) and a single pseudorandom polynomial component bggq
(which must be processed online). The iterative key-switching procedure is designed to maintain an important invariant:
throughout the reduction, the evolving random components remain dependent only on the initial, preprocessable random
components of the input LWE ciphertexts and the key-switching matrices K, and Kj. This crucial property ensures that
most data necessary to update the pseudorandom component during each step of the reduction can also be precomputed.
Consequently, the online operations in Stage 3 are significantly efficient, contributing to the overall efficiency of the online
packing algorithm.

Theorem 1. InspiRING in the CRS model can pack d LWE ciphertexts in O(d> + £d*1g d) offline time and O({ - d*) online
time where ( is the dimension of the key-switching matrix.

Furthermore, our algorithm also results in smaller noise growth (both asymptotically and practically).

Theorem 2. Let the error distribution x be subgaussian with parameter oy. Let { be the dimension of the key-switching
matrix and z be the decomposition base. Under the independence heuristic, InspiRING incurs an additive noise epqcr € Ry,

which has subgaussian coefficients with parameter opqc1, and agack < €d2220>2< /4.
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Our packing scheme has the same asymptotic running time, but much faster concrete running time as well as smaller
noise growth compared to CDKS [18]]. We corroborate our analysis with experimental evaluation in Appendix
Security. Beyond RLWE hardness, our packing scheme relies on the standard circular security assumption, as key-

switching matrices encrypt (scaled) automorphic images of the secret key. This assumption is common in lattice based
FHE literature [38]], [[14], [13]], [12], [18]], [45], [7] and PIR [67]], [62], [L16], [63], [53], [4].

3.3. Partial Packing with One Key-switching Matrix

InspiRING shows how to pack d LWE ciphertexts into one RLWE ciphertext. This algorithm can be simplified to pack
v < d/2 LWE ciphertexts as well. There are two advantages to partial packing compared to full packing. First, we show
how to achieve this using only one key switching matrix instead of two, which reduces the required key material by half.
The second advantage is that since only v LWEs are packed within each RLWE ciphertext, we keep the first y coefficients of
byin and discard the remaining coefficients. This is useful as means to reduce communication when transmitting ciphertexts
over the network and is also used in one of our PIR constructions. Algorithm [2] shows the algorithm for partial packing
which we denote as PartiallnspiRING.

Algorithm 2 PartiallnspiRING algorithm for packing v LWE ciphertexts

1: procedure PARTIALPACK([ A ,b] € Z)*(“TD) K, = [ w, ,y,] € RE*?)
2 fork=0...v—1do

3 (‘&k ,br) + TRANSFORMPARTIAL( A[k] , b[k])

4: (Bagg ’Ba.qg) <~ leé( ay ’i’k) - x*

5 (‘afin »bfin) < COLLAPSEPARTIAL(7, ( Aagg ,Eagg), [wg ,¥g])

6 return ( afin ,bfin) € Rg X Rq

— Subroutines —

1: procedure TRANSFORMPARTIAL(y, ((a ,b) € Zf; X Zgq)

2 a <« 'y’lZf;)la[i]X7i >y-7'=1 mod g
3 b+ b

4: Initialize & € Ry

5: for j =0...v—1do

6 afj] « 7j(a)

7 retum(é,E)ER;XRq

1

: procedure COLLAPSEPARTIAL(Y, ( &partial ,Eparn'az) € R} X Rq, Ky =[wy ,y4] € Rflxz)

Rename ( &partial s bpartiar) as (
fork=~v—1...0do

2 a =1 p(r=1))
3:

4: K§71 “— T;"*l(KQ)

5

6

(a®=1 b=y « CoLLapseONE(( a™) b)) KETT)

return ( a(® () e R, x R,

Theorem 3. PartiallnspiRING in the CRS model can pack v < d/2 LWE ciphertexts in O(y?d + {ydlg d) offline time and
O(¢~d) online time where { is the dimension of the key-switching matrix.

Theorem 4. Let the error distribution x be subgaussian with parameter oy. Let { be the dimension of the key-switching
matrix and z be the decomposition base. Under the independence heuristic, PartiallnspiRING incurs an additive noise

€pack € Rq, such that the first vy coefficients of epqci are subgaussian with parameter opqcl, and oiack < K’ydz2a>2< /4.

4. InsPIRey: PIR from Ring Packing

A direct application of InspiRING to PIR results in our first PIR construction InsPIRey. InsPIRey is instantiated on top
of DoublePIR by using InspiRING or PartiallnspiRING to pack the result of the DoublePIR responses. This protocol is
useful when the entry size is small (e.g. 1 bit) and when optimizing for specific metrics such as runtime, as we show in
the evaluation.

5. InsPIRe™: PIR from Double Ring Packing

Our first construction based on our new ring packing algorithm is denoted as InsPIRe(®). This protocol takes advantage
of two layers of ring packing, specifically partial ring packing. The algorithm is designed such that most of the work is
done in an offline phase. At a high level, InsPIRe® consists of two levels of packing as follows:
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e We perform a first level of PIR using LWE and perform partial packing on the resulting LWE ciphertexts using 7o as
the packing parameter. The packed RLWE ciphertexts are modulus switched and decomposed into plaintexts, which are
used as the database in the second layer of PIR.

« In the second level, we start again with PIR using LWE ciphertexts and pack the resulting LWE ciphertexts again.
However, the packing in this level is done in two parts, using two different packing parameters, v; and ~s.

We present our detailed PIR protocol InsPIRe? = (Setup, Query, Respond, Extract) using PartiallnspiRING in

Algorithms ﬁ], @ The database consists of N records, each of which is an element of Z)°. The database is, however,

restructured into a matrix D € ZZYOXN/ * For convenience, we assume that the public parameters pp are globally available

to the subroutines of the PIR algorithms and do not explicitly specify them as inputs.

Algorithm 3 InsPIRe® Setup

procedure SETUP(1, D € Z?O ><N/t)

1:
2 rp < (d(N), q(N), G, x(N\), p) as the RLWE params
3 8Prs < (Zks,Lrs) as the gadget params for the KS matrices
4 qryoff < GENFIXEDQUERYPARTS()
55 T+ [q/p] }
6:  pp < (N,t,70,71,72,"P; 4, T, 8Pks ArYoff)
7: return (pp, D)
1: procedure GENFIXEDQUERYPARTS()
2 Ao « U@Y/**4)
3 A« U@
; ’
4 {W_E;%)}iem — U(Rq(ks))
5 return qryer = (A, {wy "' }ic(3)

Algorithm 4 InsPIRe'® .Query

1: procedure QUERY(pp, idx)

2: Parse ppas (N,t,70,71,72, P, 4, T, 8Pps s ArYoff)
3 Parse qryorr as (Ao, Aq, {wy? Yiers))

4: Parse idx as (i, 1)

5: s « x(z%)

6: 5 S Tls[k]- x*

7 bo < GENQUERY(Ag,s, N/t,1i0)

8 b1 < GENQUERY(A1,s,t,i1)

9 for i € {0,1,2} do

10: vy GENKSMATY (5, w(") 1))
11 ary < (boybh{y;w)}ie[s])
12: return (st = 3, qry)

1: procedure GENQUERY(A, s, n, 1)

2 Initialize b € Zy

3 for k = [n] do

4: my < k=1

5: e, «— x(Z)

6 b[kLe —(A[Kk],s) + e + Amy, > A = lq/pl
return

1: procedure GENKSMATY (3, w, p € {14})

Lis

2 e +— x(Rg"®)

3: y < swte+p(3) - gey,

4 return y

Theorem 5. Let (s be the gadget parameter of the key-switching matrices. In the CRS model, InsPIRe™® runs in offline
time

O(Nvod + t(72d + yolrsdlg d) + Ttd* 4+ Td(y1d + lrsdlg d))

and online time
O(N~yo + tyodlys + tTy0 + Td*Crs + T0d(Y2 + Lrs g d)).

Theorem 6. Let o = |{70,7v1,7V2}|, which denotes the number of distinct values for the packing parameter. The total
communication cost of InsPIRe'? is equal to

a - dlislogy g+ (N/t)logy ¢+ tlogs ¢ + (Td/v1)(d + 71) logs G + (T70/72)(d + ¥2) logy ¢

Proof. The total communication consists of three components, the packing keys, the query, and the response. We require
one packing key for each distinct value of ~y;, each of which is size dfj, log, g. The two indicator vector of length N/¢ and
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Algorithm 5 InsPIRe® .Respond

procedure RESPOND(pp, D € Z50*N* qry)
Parse pp as (N, Y0, 71, V25 P G Ts 8Pk s+ 8P gsw» ArYoff)
Parse qryoff as (1&07 A1, {Wé’yl)}le[gl)

Parse qry as (bo, b1, {y?")}ig[gﬂ))
for i € {0,1,2} do

K (w0
[Ho ,bg] <~ D [ Ag ,bo]
respo < InspiRING.PARTIALPACKBATCH(¢, 70, [ Ho , bg], K_S;’O)) b respy € Zg'* (4+70)

R T AN U R s

D; =[ D1 | D, | + DECOMPOSE(respo, 4, p) > Dy € Z,t*7(d+70)

H, |b; _
0 m= | TP B D T A by b H, € z] (40X (@4
H, |bj

11: resp; < InspiRING.PARTIALPACKBATCH( Fyf-l 71, [ Hi ,bh], K;’yl))

12: respy <— InspiRING.PARTIALPACKBATCH( %—‘ v2, [ Hy b1 K2

13: return resp = {respi, respa }

procedure INSPIRING.PARTIALPACKBATCH(Z, v, [H, b’], K )
for k € [¢] do
Hy + Hlky : by +9][]
bi, — b'[ky : kv +1]
(ak,br)  InspiRING.PARTIALPACK (v, [Hy, by ], K)
(@, bx) < (ldar/ql, |3br/ql)
return {(ax[:], bx[: v]) }reln

procedure DECOMPOSE(C, ¢, p, T)
for i € [7] do
Ci = [p'C/q] modp
D = [Cg|Cy] - |Cr_i]
return D

A ol e

EAE S

Algorithm 6 InsPIRe(® Extract

1: procedure EXTRACT(pp, st, resp)

2: Extract § from st

3 Parse resp as {respy, resp }

4 a < BATCHPARTIALDECRYPT(S, respi, v1) >a € Z}IX“l
5 b < BATCHPARTIALDECRYPT(3, respa, v2) bbeZy<T0
6 ct + COMPOSE([alb], ¢, p, T)

7 res <— BATCHPARTIALDECRYPT(S, ct, vo)
8: return res

1: procedure COMPOSE(D, ¢, p, 7)

2: Parse D as [Co|Cy|---|Cr_1]
3: c:Zie[r] pr—l—LCi

4

1

2

3

4

5

6

: procedure BATCHPARTIALDECRYPT(S, resp, 7y)
Parse resp as {cti}icqx]
for i € [k] do
Pi < RLWEDEC(:S’7 Cti)
pti < pi: 7]
return pt = [pto|pti| - - - [ptx_1] b pt € Zp*FY

t, for the first and second layer, respectively, which amounts to size (N/t)log, q + tlog, ¢. Lastly, the response consists of
resp; and respp, which are of size (7d/v1)(d + 71)logy ¢ and (77y0/72)(d + 72) log, G, respectively. O

Theorem 7. Let the error distribution x be subgaussian with parameter o. For i € {0,1,2}, let e; denote the error term
of an RLWE ciphertext in resp;, defined as in Algorithm |5 Moreover, let e[: v denote a polynomial which only consists of

the first v coefficients of e. Then for i € {0, 1,2}, under the independence heuristic, &;[: v;] = &M 4 égz) such that

i

IIef;l)IlooSf(q@,p):l(?ﬂd mod p) + =(¢ mod p))

2

Q|
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(

and éiz) has subgaussian coefficients with parameter 6; where
58 < B = do? /4+ (4/0)*(N/O)pP02 + lrarodz} o2 /4) 3
67 < T1 = do% A+ (4/0)’ (903 + leumndzi o3 /4) @
53 < o = do? /4 + (4/q)* (102 + lrsyada 02 /4) )

Theorem 8. For f(q,q,p) and 3; defined as in Theorem[]] then if

8o > 2tyo exp (—m(q/2p — f(q.4,p))*/%5)
81 > 2rdexp (—m(§/2p — f(q,4,p))* /%37
8y > 2y exp (—(G/2p — f(q.4,p))?/%3)

then InsPIRe® is (1 — 8y — & — &3)-correct.

6. InsPIRe: PIR from Ring Packing and Homomorphic Polynomial Evaluation

In this section, we present InsPIRe, our low query communication and high-throughput PIR protocol that uses our
InspiRING ring packing with preprocessing algorithm as a building block. One can follow the prior PIR frameworks such as
YPIR [63] and replace their ring packing algorithms with InspiRING. This immediately results in an improved PIR scheme.
However, we will present a new PIR protocol that both leverages InspiRING as well as polynomial evaluation to obtain
further communication improvements.

We start by presenting an overview of the prior framework using ring packing and highlight some limitations. Initially,
suppose the database consists of /V entries, each as an element in Zg. Note, the choice of using d here is for simplicity and
we will generalize later. We introduce an additional configurable parameter ¢ and model the plaintext database as a matrix
D c Zﬁ,dXN/ *. Bach column of the matrix corresponds to ¢ database entries of Zg.

During the query phase, the client queries for the column i that contains the desired entry. To achieve this, the client
generates LWE encryptions of a one-hot selection vector of length N/t. All ciphertexts encrypt zero except the i-th ciphertext
which encrypts one. The N/t LWE ciphertexts can be represented as the rows of the matrix [A,b] € Zév /(@) which
are sent to the server. Next, the server performs matrix-matrix multiplication to obtain D - [A, b], which yields td LWE
encryptions of the i-th column of D. At this point, each consecutive chunk of d LWE ciphertexts corresponds to a database
entry over Zg. Finally, the server uses ring packing (such as InspiRING) to translate each chunk of d LWE ciphertexts into
a single RLWE ciphertext before returning the resulting ¢t RLWE ciphertexts back to the client.

In this scheme, the server returns encryptions corresponding to the entire column of ¢ entries. To reduce the response
size, we ideally want the server to only return the desired entry instead. Previous approaches, such as OnionPIR [67]]
and Spiral [62], employed encryptions of one-hot selection vectors for this step. However, these methods typically require
O(lg(t)) ciphertexts or large evaluation keys, adding significant communication.

6.1. Homomorphic Polynomial Evaluation

We present a new PIR protocol that introduces a new way of encoding the plaintext database. Instead of explicitly
representing each column as a concatenation of ¢ database entries, our key idea is to implicitly represent it as coefficients
of a polynomial that evaluates to the entries in that column for some publicly fixed evaluation points.

With this new database encoding, the initial homomorphic column selection will obtain encrypted polynomial coeffi-
cients. Afterwards, we use homomorphic polynomial evaluation to extract the desired entry. By carefully constructing the
polynomial, we can perform the evaluation using a single RGSW ciphertext. Furthermore, our design utilizes RLWE-RGSW
external products (see Section [2) to minimize noise growth during homomorphic evaluation. By choosing the evaluation
points appropriately, our homomorphic evaluation will only incur additive noise growth for each multiplication.

Polynomials for Database Encoding. We proceed more formally to define the polynomial representations for each database

column. For convenience, we will assume that NV, and ¢ are powers of two, but we will generalize later. Recall that our
tdxX N/t

plaintext database is modeled as D € Z,, where each column contains ¢ entries from Zg. We denote y;i) € Zg as the
j-th entry in the ¢-th column. 4

We will use polynomials to represent each column of the matrix D. We first begin by re-interpreting each ygl) € Zg
as an element in R, = Z,[X]/(X? + 1) by mapping the d elements in Z, as the polynomial coefficients. We will denote

these re-interpretations as y](-l € R,.
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Let 1,[Z] be the polynomial ring over I,,. Imagine that we have ¢ distinct points zo,...,2;—1 € R, that are fixed
publicly beforehand. We will pick these ¢ points later. For each column ¢, suppose there exists a polynomial 9 (Z) =
Z;;é cgi)Zj € R,[Z] such that the following holds:

h9(z) =4\ Vi€ {0,1,...,t —1}.

7

Suppose the server can compute the coefficients céi), e ,cii_)l € R, of the polynomial h(i)(Z ) for each column i. We
construct encoded database D’ € ZZdXN/ *, where each column i consists of the corresponding polynomial coefficients cg-z)

interpreted as elements in Zg.

Homomorphic Polynomial Evaluation. Suppose the client wants to retrieve the k-th entry from the ¢-th column, y,(:).
Consider the point after the server has performed initial homomorphic selection of column ¢ on the encoded database
D’. At this point, the server holds ¢ RLWE encryptions of the coefficients cél), . ,c§’>1 of the polynomial 2()(Z). Since
the evaluation points z; are publicly fixed and the polynomials h(i)(Z ) are constructed such that h(i)(zj) = j(-l) for each
0 < j < t, the client can send a single RGSW ciphertext encrypting the evaluation point zj to the server. The server can

then homomorphically evaluate the polynomial h()(Z) using the RLWE encrypted coefficients cg-i) and a single RGSW

encrypted evaluation point z;. This would obtain the desired entry h(i)(zk) = y,(f). To perform evaluation, we will use
the Horner-style method (see EVALPOLY in Algorithm [J), that only involves RLWE-RGSW external products and RLWE
additions.

So far, we have not discussed how the evaluation points z; are chosen. For our PIR protocol to be efficient, we want
the evaluation points z; to satisfy the following properties:

1) Noise Management during Evaluation: Homomorphic polynomial evaluation involves large-depth multiplications (e.g.
in Horner’s method), each increasing the noise in the resulting ciphertext. We want to strategically choose the evaluation
points so that the noise growth from multiplications is minimal (ideally, additive).

2) Interpolation in Rings: The evaluation points must guarantee a polynomial interpolation within the ring 12,. Since R,
is not necessarily a field, the standard conditions for interpolation (requiring distinct points) are not sufficient. We need
to ensure the existence of the interpolating polynomial for any set of database entries.

Unit Monomials as Evaluation Points. To address the challenges of noise management and interpolation, we propose
a specific choice for the evaluation points. Our key insight is to select evaluation points zg,...,2;—; that are both unit
monomials and roots of unity. Here, we will define unit monomials as elements in R, of the form £X k where 0 < k < d.
If the RGSW ciphertext encrypting the evaluation point encrypts a unit monomial, the external product operation incurs
only additive noise growth, rather than multiplicative.

Lemma 2. [Theorem 2.19 [62], adapted] Given RLWE(my), let RGSW(m1) be a fresh ciphertext encrypting a unit
monomial, e.g. m; = +=X* for some 0 < k < d. Let the error distribution x be subgaussian with parameter oy, and
let ¢ and z be the gadget parameters of the RGSW ciphertext. Under the independence heuristic, the external product

RLWE(mo) B0 RGSW(m1) incurs additive noise e., € Ry whose coefficients are subgaussian with parameter o, and
pr < Edzzai/z

By ensuring that all zg,...,2;_; are unit monomials, the entire homomorphic evaluation process (involving ¢ — 1
multiplications and additions) incurs only additive noise.

Next, we discuss how to guarantee polynomial interpolation within 2, using these unit monomial evaluation points.
To guarantee interpolation, our key insight is to use powers of a primitive t-th root of unity w as the evaluation points.
Specifically, for ¢ < 2d a power of two, we will choose a primitive ¢-th root w = X2/t With this choice, we define the
evaluation points as powers of w: 23, := w”* for k = 0...t — 1. Crucially, we see that all the evaluation points zj are unit
monomials. These points are distinct and the Vandermonde matrix (e.g. DFT matrix) formed by them is invertible over
R, assuming p is odd [15]. Essentially, the polynomial interpolation then amounts to a matrix-vector product between the

corresponding IDFT matrix and the vector of y](-z)s, which can be done efficiently using Cooley-Tukey style FFT algorithm.

Constraints and Generalizations. This specific construction imposes two main constraints:

o t < 2d : This is required for the evaluation points to be unit monomials. While our experimental evaluations indicate
that ¢ < 2d often suffices for effective PIR, scenarios requiring larger folding factor (¢ > 2d) are possible. We discuss
extensions using multivariate polynomial interpolation in Appendix [G|

o t is a power of two: This is required for the Cooley-Tukey style FFT algorithm used for the interpolation during
database encoding. If ¢ is not a power of two, a computationally less efficient Lagrange interpolation can be used
instead. We present this Lagrange interpolation based method in Appendix |G|
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Algorithm 7 InsPIRe.Setup

procedure SETUP(1*, D € ZEA*N/t)
rp < (d(N\), ¢(N\), x(N\), p) as the RLWE params
8Prs < (2ks, Lrs) as the gadget params for the KS matrices
EPgsw  (2gsw,Lgsw) as the gadget params for the RGSW ciphertext
qryoff < GENFIXEDQUERYPARTS()
PP < (N, ¢, 1P, 8Pk, BPgsw» ArYoff)
D’ + ENcoDEDB(D)
return (pp, D’)

procedure ENCODEDB(D € ZL4 X N/)
Initialize D' € ZL*N/*
fori=0...N/t—1do
ng) < j-th element in column 7 interpreted as R, for 0 < j < t

B A o e

[ééi), o Cgijl]T_ « InterpoLaTE([y(”, ..,y ]T)
Cast [cél), ceey cEQl]T as a vector over Z;’i, and embed into D’[:][3]
return D’
procedure INTERPOLATE([yo, . . ., y¢—1] | € R:,)
¢ + COOLEYTUKEY([yo, - -, yt—1] )
return t 71 . ¢
procedure COOLEYTUKEY([y0, - - -, Ym—1] | € RT)
if m = 1 then
return [yo] "
Ceven  COOLEYTUKEY ([0, Y2, - - -, ym,zf)
Codd < COOLEYTUKEY([y1,¥3, ... Ym—1] )

Initialize ¢ € R}"
fori=0...m/2—1do
w X*?d/ﬂl“}l
cli] < Cevenlt] + w - €odali]
cli + m/2] < Cevenli] — w - €oaali]
return c
procedure GENFIXEDQUERYPARTS()
A U@/t
Wy — U(R%’“)
Wp < U(qus)
return qryorr = (A, wg, Wp)

—_
DE W RS, 2 Q0N RE LR WY Ry

Algorithm 8 InsPIRe.Query

1: procedure QUERY(pp, idx)

2: Parse pp as (N, 1, 1P, 8Pyss BPgsw > ArYoff)
3 Parse qryofr as (A, wg, wy)

4: Parse idx as (¢, 7)

5: s — x(z%)
6.
7
8

5 ¢zl s[k] - X
Initialize b € Z'/*
fork=0...N/t —1do

9 mp < k=1
10: e < x(Z)
11: b[k] <+ —(A[k],s) + ex + Amy, > A= lq/p]

12: w o Xx24/¢

13: RGSW (w?) <= RGSW.Enc(3, w?)

14: Yy  GENKSMATY (3, wy, 74)
15: Yh < GENKSMATY (5, wp,, T1)

16:  ary « (b,RGSW(w’),y4,¥n)
17: return (st = 3, qry)

1: procedure GENKSMATY (5, w, p € {74, Th})
2 e+ x(RY)

3: Y 3w +e+p(3) gz,

4 return y

6.2. Putting It Together

We present our PIR protocol InsPIRe = (Setup, Query, Respond, Extract) using InspiRING and homomorphic polyno-
mial evaluation in Algorithms ol For convenience, we assume that the public parameters pp are globally available
to the subroutines of the PIR algorithms and do not explicitly specify them as inputs. For instance, we assume InspiRING
uses the RLWE parameters rp and the gadget parameters gp,,. Note that GENKSMATY () in Algorithm [8is essentially the
same as KS.Setup except it only generates the pseudorandom component of the key-switching matrix.

Preprocessing in the CRS Model. We remind the readers that the highlighted parts of InsPIRe.Respond correspond to the
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Algorithm 9 InsPIRe.Respond

1: procedure RESPOND(pp, D’ € ZZdXN/t, qry)
2 Parse pp as (N, 1, 1P, 8Pyqs BPgsuw > ArYoff)

3 Parse qryor as (A, wg, W)

4: Parse qry as (b, RGSW(w?), 4, y1)

5: Ky [ wg ;4]

6 Ky < [ Wh ,¥n]

7 [H,b ]+ D’ -[ A, b]

8 fork=0...t —1do

9 H, « Hkd: kd + d)][]

10: b}, < b'[kd : kd + d]
11: ( ag ,bk) «— |nspiR|NG4PACK([ Hj ,b;c], Kg, Kh)
12: Rename ( aj , br) to RLWE(cy)
13: resp < EVALPOLY(RLWE(co), - . . , RLWE(c;—1), RGSW(w?))
14: return resp

1: procedure EVALPOLY(RLWE(cy), . . ., RLWE(cs—1), RGSW(w’))
2 ct < RLWE(c¢—1)

3 fork=t—2...0do

4: ct < ct J RGSW(w’) + RLWE(cy)

5 return ct

Algorithm 10 InsPIRe.Extract

1: procedure EXTRACT(pp, st, resp)
2: Extract § from st

3: yj(.l) < RLWE.Dec(3, resp)
4:

return yj( R

preprocessable parts of the algorithm prior to serving queries (see Section [2.2). These correspond to parts that only depend
on the outputs from InsPIRe.Setup. We note that this extends to InspiRING.Pack as well (Algorithm [T).

Generalizing to Arbitrary Entry Size. The pseudocode assumes that each entry is encoded as Zg of length d. To support

arbitrary length m, we use standard reductions:

e m > d: Divide each entry into m/d chunks. Construct m/d databases € ZZdXN/ * where the i-th database contains the

i-th chunk. In the Respond algorithm, the server processes the client’s query on all databases.
e« m < d: Bundle d/m entries as a single entry over Zg. The client queries for the bundle with the desired entry.

Theorem 9. Let the error distribution x be subgaussian with parameter o. Let £}, and zis be the gadget parameters of the
key-switching matrices. Let s, and z4s, be the gadget parameters of the RGSW ciphertext. The error polynomial of the
RLWE ciphertext ct has the form e = €4in + €overflow € Rq. Under the independence heuristics, emain has subgaussian
coefficients with parameter o> < NpQUi + tﬁksd%isai/él + s - 22, - ai/Z and ||eover flow||oo < tP/2.

main gsw

The epperfiow term is introduced from the homomorphic polynomial evaluation because the sum of the embedded
plaintexts typically overflows the R, plaintext space. However, Theorem [J] shows that this additional eoyer fi0w is negligible
in practice. The full proof is given in Appendix [{

Theorem 10. For subgaussian x with parameter oy, define G2 in = NpQUi + t€k8d2z£sai JA+tlgsu - dzgsw -ai/Q. Then,

for § > 2dexp (—n(A/2 —tp/2)?/52,,:,), InsPIRe is (1 — §)-correct.

Theorem 11. Let (. and (s, be the gadget parameters of the key-switching matrices and the query RGSW ciphertext
respectively. In the CRS model, InsPIRe runs in offline time O(Nd? +t(d® + {ysd? g d)) and online time O(Nd + tlysd* +
tgswdlg(d)).

Theorem 12. The total communication cost of InsPIRe is

dlislogy g + (N/t) logy ¢ + 44gswdlogy g + 2d log, ¢

Security. The security of our protocol relies on the RLWE hardness assumption and the circular security assumption for
the key-switching matrices used in packing (see [3). The full proof is security is given in Appendix [F

Comparison with InsPIRey. Because InsPIRey is built on top of DoublePIR, it can only support small entry size such as
1 bit. On the other hand, InsPIRe is much more flexible and can support arbitrary entry size with very low communication
overhead. As we show in Section [7] InsPIRe can even obtain lower communication than InsPIRegy, but the downside is
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the higher server runtime from packing during the initial homomorphic column selection. In contrast, InsPIRey packs the
DoublePIR response consisting of a smaller number of LWE ciphertexts. In general, InsPIRe is the recommended choice
unless the entry size is very small and server runtime is the primary metric to optimize.

Further optimizations to InsPIRe using approximate gadget decomposition is discussed in Appendix [G|

7. Experimental Evaluation

In this section, we compare our constructions InsPIReg, InsPIRe?, and InsPIRe with existing efficient PIR protocols
with server-side preprocessing. In particular, we do not compare with protocols that rely on client-specific cryptographic
keys [4]], [62], database-dependent hints [43] that need to be sent to the client beforehand, or streaming the database in an
offline phase [81]. In our experimental evaluation, we are particularly interested in two metrics: the server’s online runtime
and the total communication required for a single PIR query. We compare our proposed protocols with state-of-the-art PIR
protocols, for small (1 bit), medium (64 B), and large (32 KB) entries.

Implementation & Evaluation Details. We implemented InspiRING with about 3,000 lines of Rust using building blocks for
RLWE operations from spiral-rs El Using InspiRING and building blocks from the YPIR implementation EL we implemented
InsPIRe™® in an additional 3,000 lines of Rust and InsPIRe in an additional 2,000 lines of Rust. Our code is publicly
available on Github ﬂ We perform all experimental evaluations on an Intel Xeon CPU @ 2.6 GHz, where we run all
experiments in single-threaded mode for fair comparison with related work. We are primarily interested in two metrics, the
total communication and the online server runtime. We provide breakdowns of the communication and runtime as well. In
all experiments, offline runtimes are measured once and online runtimes are averaged over 5 runs with a standard deviation
of less than 5%. Table [I] summarized our parameter choices. For InsPIRej, we use parameters identical to those used in
YPIR to isolate the benefits of our new protocol. InsPIRey uses two different sets of parameters for the first and second
layer, which are listed in the table. For InsPIRe® and InsPIRe, we use lattice parameters which provide 128-bit security
based on the lattice-estimator [2] and correctness parameter § = 240,

TABLE 1: Lattice parameters for InsPIRey, InsPIRe(Q), and InsPIRe.

| d |logaq | ox | » | ks | basw | zxs | zasw
InsPIRe ‘ ;024 ‘ 32 ‘ 6.4 ‘ 256 ‘ . ‘ . ‘ - ‘ ]
048 56 6.4 | 8192 3 - 2
InsPIRe(® | 2048 | 53 | 64 | 65536 | 3 | - | 20 | -
InsPIRe | 2048 | 56 | 64 | 65535 | 3 | 3 | 219 | 219

7.1. Parameterizing InsPIRe(?)

In this section, we describe how to choose parameters of InsPIRe®, specifically {v;};e[3 and ¢ to optimize performance
and balance the communication/computation tradeoff. For communication costs, we measure the upload and download costs,
and break down the upload costs into the key material (the packing keys) and the query (the encrypted LWE indicator vector
and RGSW ciphertext). We also break down the server’s online time into five parts: the first matrix multiplication, the first
packing, the second matrix multiplication, and the second and third packing.

Note that ~y determines the size of the return entry, i.e., an entry of size - log, p bits is returned. In choosing the
values of {’Yi}z'e[3]’ similar values allows reuse of the key material, hence reducing overall communication. In contrast,
different parts of the protocol benefit from different values of v. For example, the second packing (which uses ~;) packs
7d ciphertexts with offline preprocessing, but the overall runtime of the second packing does not depend on the value of
1 (Theorem , so it is best to set y; to be largest value possible, i.e., 71 = d/2. In contrast, large values of 7, and
7o increase the online runtime, so we choose them to be small and set 7y = 72 to reuse the key material. While other
combinations of {v;};c[3), We see that no other combination of parameters achieve such small total communication cost,
while also maintaining competitive runtime.

The choice of ¢ offers a communication-computation trade-off. The total communication is minimized at ¢t = /N, for
fixed {; }ic[3), based on Theorem (6} but smaller values of ¢ reduce the computation cost, based on Theorem [5| So we vary
the value of ¢ as part of our experiments to observe the effect. Figure [2| shows the results for a 1 GB database. Results for
other database sizes are given in Appendix

2. https://github.com/menonsamir/spiral-rs/

3. https://github.com/menonsamir/ypir/
4. https://github.com/google/private-membership/tree/main/research/InsPIRe
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Figure 2: Comparison of communication and computation costs of InsPIRe(® over a 1 GB database for different parameter
sets and entry sizes. From left to right: 32 B, 64 B, and 128 B entry sizes.

Figure |2| shows that as we reduce ¢ (increase N/t), the query size increases, but the query always makes up the majority
of the total communication. The smallest total communication for retrieving an entry size of 16B, 32B, and 64B is 211
KB, 185 KB, and 172 KB, respectively. The communication cost can be increased to achieve better runtime. The majority
of the runtime is used for the first packing, which is consistent with the analysis of Theorem [3}

7.2. Parameterizing InsPIRe

InsPIRe introduces the interpolation degree (¢f) as a new parameter of the PIR protocol which can not be chosen in
a simple optimization. To guide in choosing this parameters, we first show the effect of the interpolation degree on the
performance of InsPIRe. In summary, we show that the choice of the interpolation degree results in a tradeoff between
communication and computation.

Figure [3] shows the performance metrics of InsPIRe as we vary the interpolation degree, for a 1 GB database. More
results for other database sizes are given in Appendix [l For communication costs, we measure the upload and download
costs, and break down the upload costs into the key material (the packing keys) and the query (the encrypted LWE indicator
vector and RGSW ciphertext). We also break down the server’s online time into three parts: the first matrix multiplication,
the packing, and the polynomial evaluation.

For the server online runtime, Figure [3] shows that, for a fixed database size, a larger interpolation degree results in
a higher runtime. For large enough interpolation degree, the most costly step in the protocol is the packing, which is
compatible with the analysis in Theorem [T1]

For the communication costs, the key size and the response size are fixed, regardless of the interpolation degree. The
query consists of two parts, the encrypted indicator vector and the RGSW encrypted evaluation point. The size of the RGSW
ciphertext is fixed (84 KB), regardless of the interpolation degree. The length of the encrypted indicator vector depends on
the first dimension of the database, which inversely depends on the size of each row, which is linear in the interpolation
degree. Hence, for larger interpolation degree, the query size reduces, which in turn reduces the overall communication cost.
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DUple.m Keys .Upload Qucry.Downlmd 500 -

00 IZI Mat Muli B Packing B Poly Eval

500 -

B 600l Dl_lplmd K/:ys.Uplo ad Query .Do\\nlc.xd | D Upload Keys l Upload Qucly.Downlmd
IZI Mat Mult B Packing B Poly Eval IZI Mat Mult B Packing @ Poly Eval {3200
- 800 {800
1 5 1 100 |
1 1600
100 | B E|
400 =1 400 2 300] - 800
300 1 g 3 1 B Jao
200 £ 200 200
200 | 1 2 1 +200
100 1100 100 1100 100 | 1100
65536 65536 1024

2048 0% 8192 Ib%m

Communication (KB)
(sw) dury,
(sw) durry,

Communication (KB)
(sw) dury,

Figure 3: Breakdown of Communication and Online Time of InsPIRe over 1 GB database for various entry sizes as a
function of the first dimension (N/t). In each case, we use the largest polynomial degree that satisfies correctness.

7.3. PIR Evaluation with Various Entry Sizes
In the final section of our evaluation, we compare all our construction with existing work across various database sizes
with different entry sizes. Tables 2] 3] and [4] show the comparison between our constructions and related work for 1-bit, 64B,

and 32KB entries, respectively. In each case, we compare with the most competitive protocols that support the specified
entry size.
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TABLE 2: PIR performance metrics for different database sizes with 1-bit entries.

Metric | YPIR  SimpleYPIR ~ KSPIR  HintlessPIR | InsPIRey | InsPIRe(®) | InsPIRe

1 GB (233 x 1-bit)

Offline 32s 119s 14 s 213 s 43 s 103 s 66 s 47 s 425 37s 35s 87 s 77s 99 s
Upload (Keys) 462 KB 462 KB 2352 KB 360 KB 84 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 84 KB 84 KB 84 KB
Upload (Query) 384 KB 112 KB 14 KB 128 KB 384 KB 40 KB 60 KB 109 KB 113 KB 214 KB 215 KB 140 KB 196 KB 308 KB

Download 12 KB 228 KB 224 KB 1748 KB 36 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 12 KB 12 KB 12 KB
Total Comm. 858 KB 802 KB 2590 KB 2236 KB 504 KB 172 KB 191 KB 241 KB 244 KB 345 KB 347 KB 236 KB 292 KB 404 KB
Server Time 140 ms 600 ms 780 ms 750 ms 120 ms 1100 ms 670 ms 470 ms 440 ms 360 ms 320 ms 650 ms 400 ms 280 ms

Throughput 7420 MB/s 1720 MB/s 1310 MB/s 1370 MB/s 8750 MB/s 930 MB/s 1530 MB/s 2200 MB/s 2310 MB/s 2880 MB/s 3230 MB/s | 1580 MB/s 2530 MB/s 3670 MB/s

8 GB (236 x 1-bit)

Offline 187 s 283 s 118 s 1500 s 200 s 402 s 235s 157 s 118 s 94 s 581s 597 s 579 s
Upload (Keys) 462 KB 462 KB 2688 KB 360 KB 84 KB 80 KB 80 KB 80 KB 80 KB 80 KB 84 KB 84 KB 84 KB
Upload (Query) 1024 KB 448 KB 14 KB 512 KB 1024 KB 106 KB 132 KB 225 KB 431 KB 855 KB 532 KB 532 KB 980 KB

Download 12 KB 444 KB 224 KB 3316 KB 36 KB 52 KB 52 KB 52 KB 52 KB 52 KB 12 KB 96 KB 12 KB
Total Comm. 1498 KB 1354 KB 2926 KB 4188 KB 1144 KB 238 KB 264 KB 357 KB 562 KB 986 KB 628 KB 712 KB 1076 KB
Server Time 830 ms 1850 ms 5910 ms 2030 ms 810 ms 4680 ms 2670 ms 1850 ms 1390 ms 1150 ms 1360 ms 1340 ms 1120 ms
Throughput 9830 MB/s 4420 MB/s 1390 MB/s 4040 MB/s 10060 MB/s | 1750 MB/s 3070 MB/s 4440 MB/s 5880 MB/s 7150 MB/s 6010 MB/s 6110 MB/s 7320 MB/s

32 GB (238 x 1-bit)

Offline 724 s 706 s 445 s 5700 s 731s 589 s 421 s 379 s 339 s 318 s 291 s 2306 s 2128 s 2340 s
Upload (Keys) 462 KB 462 KB 2912 KB 360 KB 84 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 84 KB 84 KB 84 KB
Upload (Query) 2048 KB 896 KB 14 KB 1024 KB 2048 KB 265 KB 450 KB 477 KB 861 KB 874 KB 1709 KB 980 KB 1876 KB 1876 KB

Download 12 KB 888 KB 224 KB 6452 KB 36 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 96 KB 12 KB 96 KB
Total Comm. 2522 KB 2246 KB 3150 KB 7836 KB 2168 KB 397 KB 582 KB 609 KB 993 KB 1006 KB 1841 KB 1160 KB 1972 KB 2056 KB
Server Time 3390 ms 5610 ms 50570 ms 5910 ms 3390 ms 7390 ms 5280 ms 5260 ms 4430 ms 4410 ms 4010 ms 4320 ms 3880 ms 3820 ms

Throughput 9680 MB/s 5840 MB/s 650 MB/s 5550 MB/s 9670 MB/s | 4430 MB/s 6210 MB/s 6230 MB/s 7400 MB/s ~ 7430 MB/s 8180 MB/s | 7580 MB/s 8450 MB/s 8570 MB/s

TABLE 3: PIR performance metrics for different database sizes with 64 B entries.

Metric SimpleYPIR ~ KSPIR  HintlessPIR | InsPIRe(2) | InsPIRe

1 GB (224 x 64B)

Offline Time 119 s 14s 213 s 103 s 66 s 47 s 42s 37s 35s 87s 77s 98 s 99 s
Upload (Keys) 462 KB 2352 KB 360 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 84 KB 84 KB 84 KB 84 KB
Upload (Query) 112 KB 14 KB 128 KB 40 KB 60 KB 109 KB 113 KB 214 KB 215 KB 140 KB 196 KB 308 KB 532 KB

Download 228 KB 224 KB 1748 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 12 KB 12 KB 12 KB 12 KB

Total Comm. 802 KB 2590 KB 2236 KB 172 KB 191 KB 241 KB 244 KB 345 KB 347 KB 236 KB 292 KB 404 KB 628 KB

Server Time 600 ms 780 ms 750 ms 1100 ms 670 ms 470 ms 440 ms 360 ms 320 ms 650 ms 400 ms 280 ms 210 ms

Throughput 1720 MB/s 1310 MB/s 1370 MB/s 930 MB/s 1530 MB/s 2200 MB/s 2310 MB/s 2880 MB/s 3230 MB/s | 1580 MB/s 2530 MB/s 3670 MB/s 4850 MB/s

8 GB (227 x 64B)

Offline Time 283 s 118 s 1500 s 402 s 235s 157 s 118 s 94 s 581s 597 s 579 s 467 s
Upload (Keys) 462 KB 2688 KB 360 KB 80 KB 80 KB 80 KB 80 KB 80 KB 84 KB 84 KB 84 KB 84 KB
Upload (Query) 448 KB 14 KB 512 KB 106 KB 132 KB 225 KB 431 KB 855 KB 532 KB 532 KB 980 KB 1876 KB

Download 444 KB 224 KB 3316 KB 52 KB 52 KB 52 KB 52 KB 52 KB 12 KB 96 KB 12 KB 96 KB

Total Comm. 1354 KB 2926 KB 4188 KB 238 KB 264 KB 357 KB 562 KB 986 KB 628 KB 712 KB 1076 KB 2056 KB

Server Time 1850 ms 5910 ms 2030 ms 4680 ms 2670 ms 1850 ms 1390 ms 1150 ms 1360 ms 1340 ms 1120 ms 1020 ms

Throughput 4420 MB/s 1390 MB/s 4040 MB/s 1750 MB/s 3070 MB/s 4440 MB/s 5880 MB/s 7150 MB/s 6010 MB/s 6110 MB/s 7320 MB/s 8050 MB/s

32 GB (22°x 64B)

Offline Time 706 s 446 s 5700 s 589 s 421 s 379 s 339 s 318 s 291 s 2306 s 2128 s 2340 s 2114 s 2111s
Upload (Keys) 462 KB 2912 KB 360 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 84 KB 84 KB 84 KB 84 KB 84 KB
Upload (Query) 896 KB 14 KB 1024 KB 265 KB 450 KB 477 KB 861 KB 874 KB 1709 KB 980 KB 1876 KB 1876 KB 3668 KB 7252 KB

Download 888 KB 224 KB 6452 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 96 KB 12 KB 96 KB 12 KB 12 KB

Total Comm. 2246 KB 3150 KB 7836 KB 397 KB 582 KB 609 KB 993 KB 1006 KB 1841 KB 1160 KB 1972 KB 2056 KB 3764 KB 7348 KB

Server Time 5610 ms 50570 ms 5910 ms 7390 ms 5280 ms 5260 ms 4430 ms 4410 ms 4010 ms 4320 ms 3880 ms 3820 ms 3630 ms 3510 ms

Throughput 5840 MB/s 650 MB/s 5550 MB/s 4430 MB/s 6210 MB/s 6230 MB/s 7400 MB/s 7430 MB/s 8180 MB/s | 7580 MB/s 8450 MB/s 8570 MB/s 9030 MB/s 9330 MB/s

Our evaluation shows that for all configurations, our proposed constructions outperform existing work. For 1-bit entries,
InsPIReg is strictly better than related work, both in terms of communication cost and server runtime. Table [2| shows at
least one data point for InsPIRe that outperforms both in communication and server runtime. However, InsPIRe can achieve
even lower communication costs at the cost of higher runtime as shown in Table [9]

The breakdown of the communication cost shows that the cryptographic key material of InsPIRey and InsPIRe is over
4x smaller than all other protocols. This is due to the smaller keys used in InspiRING. Similarly, the query and the response
size of InsPIRe are smaller than that of all other protocols. This is mainly due to our homomorphic polynomial evaluation
technique that allows us to efficiently reduce the PIR response using small additional query overhead.

In summary, InsPIRe strictly improves over existing PIR schemes with server-side preprocessing, and may also be
parameterized to optimize specific metrics such as communication.

7.4. Benchmarking Ring Packing

In this section, we provide a benchmark of InspiRING compared to existing ring packing algorithms such as CDKS [18]
and the packing algorithms used in HintlessPIR [53]. In this benchmark, we pack 2! LWE ciphertexts and measure the
offline and online runtime of this procedure. Additionally, we report the size of additional material the client must provide
for packing, i.e., the packing keys in the case of InspiRING. We run each protocol using the parameters provided in the
respective paper or implementation to achieve the best performance and compare with InsPIRe that is instantiated with similar
parameters. Using the notation of Section [3] we use two parameters set for InspiRING which provide 128-bit security based
on the lattice estimator:
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TABLE 4: PIR performance metrics for different database sizes with 32 KB entries.

Metric | SimpleYPIR KSPIR HintlessPIR | InsPIRe
1 GB (21%x 32 KB)

Offline Time 119 s 14s 213 s 307 s 177 s 106 s 83 s 72's 86 s

Upload (Keys) 462 KB 2352 KB 360 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB
Upload (Query) 112 KB 14 KB 128 KB 91 KB 98 KB 112 KB 140 KB 196 KB 308 KB

Download 228 KB 224 KB 1748 KB 96 KB 96 KB 96 KB 96 KB 96 KB 96 KB
Total Comm. 802 KB 2590 KB 2236 KB 271 KB 278 KB 292 KB 320 KB 376 KB 488 KB
Server Time 600 ms 780 ms 750 ms 4270 ms 2210 ms 1170 ms 640 ms 410 ms 280 ms
Throughput 1720 MB/s 1310 MB/s 1370 MB/s 240 MB/s 460 MB/s 880 MB/s 1600 MB/s 2500 MB/s 3620 MB/s

8 GB (218 32 KB)

Offline Time 283 s 118 s 1500 s 547 s 470 s 598 s 597 s 538 s 467 s
Upload (Keys) 462 KB 2688 KB 360 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB
Upload (Query) 448 KB 14 KB 512 KB 140 KB 196 KB 308 KB 532 KB 980 KB 1876 KB

Download 444 KB 224 KB 3316 KB 96 KB 96 KB 96 KB 96 KB 96 KB 96 KB

Total Comm. 1354 KB 2926 KB 4188 KB 320 KB 376 KB 488 KB 712 KB 1160 KB 2056 KB

Server Time 1850 ms 5910 ms 2030 ms 5220 ms 3010 ms 1920 ms 1340 ms 1120 ms 1020 ms

Throughput 4420 MB/s 1390 MB/s 4040 MB/s 1570 MB/s 2720 MB/s 4260 MB/s 6110 MB/s 7280 MB/s 8050 MB/s

32 GB (22°x 32 KB)

Offline Time 706 s 446 s 5700 s 2052 s 2581 s 2569 s 2306 s 2340 s 2053 s 1945 s
Upload (Keys) 462 KB 2912 KB 360 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB
Upload (Query) 896 KB 14 KB 1024 KB 196 KB 308 KB 532 KB 980 KB 1876 KB 3668 KB 7252 KB

Download 888 KB 224 KB 6452 KB 192 KB 96 KB 96 KB 96 KB 96 KB 96 KB 96 KB

Total Comm. 2246 KB 3150 KB 7836 KB 472 KB 488 KB 712 KB 1160 KB 2056 KB 3848 KB 7432 KB

Server Time 5610 ms 50570 ms 5910 ms 15470 ms 7640 ms 5480 ms 4320 ms 3820 ms 3650 ms 3500 ms

Throughput 5840 MB/s 650 MB/s 5550 MB/s 2120 MB/s 4290 MB/s 5980 MB/s 7580 MB/s 8570 MB/s 8980 MB/s 9360 MB/s

1) logyd = 10, log, g = 28, logop =6, £ =8, z = 2*
2) logy d = 11, logy ¢ = 56, logy p = 15, £ = 3, z = 219
Table [5 summarizes the results.

TABLE 5: Concrete costs of packing 2!2 LWE ciphertexts into RLWE ciphertexts using the approach in HintlessPIR [53],
CDKS [18] and InspiRING.

Packing Type HintlessPIR | InspiRING CDKS InspiRING
Unpacked Size 16 MB 14 MB 56 MB 56 MB
logs(d, q,p) (10, 32, 8) (10, 28, 6) | (11,56, 15) | (11, 56, 15)
Key Material 360 KB 60 KB 462 KB 84 KB
Packed Size 180 KB 32 KB 56 KB 56 KB
Total Size 540 KB 92 KB 518 KB 140 KB
Offline Runtime 20s 24s Ils 36 s
Online Runtime 141 ms 16 ms 56 ms 40 ms

We make the following observations from this table. Firstly, InspiRING requires significantly smaller key material
compared to existing work, specifically, 84%, 76%, and over 99% less key material than CDKS and HintlessPIR, respectively.
Secondly, the online time of InspiRING is 28% lower than the fastest existing work, CDKS. This, however, comes at the
cost of a slower offline phase, which can be attributed to the quadratic dependence on d

Lastly, we confirm the analytic noise analysis of InspiRING from Theorem 2] In the same experiment, we observe that the
bitlength of ||epqck||oo for ciphertexts packed using CDKS and InsPIRe (d = 2048) are equal to 38.5 and 33.4, respectively.
This confirms that proposed ring packing construction has less noise growth than CDKS, up to 5 bits in this example.

8. Applications of InsPIRe

The server-side preprocessing and low communication of InsPIRe makes it an ideal candidate for the applications of PIR
where an apriori setup is not feasible. We explore two such applications and show how InsPIRe is suitable solution with
very good performance. The first application is the use of PIR in IPFS [60] for private queries and the second is private

device enrollment in Chrome OS [80]]. We use the same experimental setup as Section [/| of single-threaded execution on
an Intel Xeon CPU @ 2.6 GHz.
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8.1. Private Queries in IPFS

IPFS is a distributed file system which gives clients the ability to access content by querying multiple peers in the network
to acquire the necessary routing information and eventually, the content itself. The process of locating and retrieving content
can be simplified to three types of database queries, i.e., peer routing, content discovery, and content retrieval. Mazmudar
et al. [60] showed how these queries can be done privately with PIR. However, existing PIR protocols require exchanging
large key material or a setup phase, which are not compatible with the query pattern in IPFS. A user iteratively contacts
different servers to access different parts of the routing information, so the high cost of setup is not amortized over many
queries. Hence, the authors proposed alternative PIR protocols which required no setup and had low overall communication
costs.

InsPIRe can be used as a more suitable solution for this application, given the server-side preprocessing and extremely
low communication. Table [6] shows examples of the communication and computation costs of using PIR in IPFS. We
provide the communication and computation cost of the best solution for each functionality of Mazmudar et al. [60] and
show the corresponding cost of using InsPIRe. In the case of Content Discovery and Content Retrieval, we use InsPIRe
with the parameters specified in Section [7| but in Peer Routing, due to the extremely small database size, we use smaller
parameters (d = 1024) to achieve very low communication cost. InsPIRe provides strict improvement in communication
and computation for all three functionalities.

TABLE 6: Costs of PIR queries in the three functionalities of IPFS. Comm. denotes the total communication required to
serve the query and Comp. denotes the server runtime.

Step | Metric | Current [60] | InsPIRe | Improvement
Peer Routing Comm. > 100 KB 69 KB 32%
(256 x 1.5 KB) Comp. > 56 ms 51 ms 8%
Content Discovery Comm. > 280 KB 128 KB 46%
(200k Records) Comp. > 875 ms 123 ms 86%
Content Retrieval Comm. > 2.1 MB 1.02 MB 51%
(214 % 256 KB) Comp. >30s 155 50%

8.2. Privacy-Preserving Device Enrollment

Upon starting a Chrome OS device, the enrollment process requires checking the membership of the device in a
server-held database. Since the introduction of Chrome 94, Google has performed this membership check in a privacy-
preserving manner using techniques such as PIR [80]. As Chrome devices perform the device enrollment procedure with
PIR immediately when it is powered on for the first time or right after a factory reset, there is no opportunity for the device
to perform setup with the server. InsPIRe is an ideal solution for this application due to the server-side preprocessing step.
While the precise number of Chromebooks is not disclosed, publicly available data shows over 20 million devices are sold
every year from 2019 until 202ﬂ We assume each device requires about 64 bytes of information from the database and
provide runtimes for various number of devices. The cost of device enrollment using InsPIRe is shown in Table

TABLE 7: Cost of PIR for Chrome Device Enrollment

Devices | DB Size | Offline Time | Communication | Response Time

20 M 1.19 GB 78 s 292 KB 416 ms
40 M 2.38 GB 131s 292 KB 815 ms
80 M 4.76 GB 241 s 304 KB 1400 ms

Table [/] shows that the concrete cost of using PIR for device enrollment is only a few hundred KiloBytes, which is very
practical network cost for a personal computer.

9. Related Works

PIR was introduced by Chor et al. [24]] in the multi-server setting and Kushilevitz and Ostrovsky [48]] in the single-server
setting. Most early single-server PIR schemes were built upon number-theoretic assumptions including [71]], [29], [[70] using
a linearly homomorphic encryption scheme. Multi-server PIR has been built without any cryptographic assumptions [35]
and one-way functions [L1].

5. |https://www.statista.com/statistics/749890/worldwide-chromebook-unit- shipments/
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PIR using Server-Stored Client-Specific Keys. In recent years, many works aim to design practically efficient single-
server PIR schemes using lattice-based homomorphic encryption starting with XPIR [61] leading to a long line of work
including [4], [3]], [67], [1], [62], [16]]. For efficiency purposes, these protocols assume that the server stores a key that is
specific to each client that performs PIR queries. With these server-stored client-specific keys, these schemes obtain very
low query communication, but require large computation due to relying on RLWE ciphertexts.

PIR using Client-Stored Database Hints. In another line of work, prior works consider single-server PIR where clients
download and store database hints that will be used later for queries. The works of SimplePIR [43] and FrodoPIR [30]]
built schemes using LWE, but require each client to download large database hints before querying. In an orthogonal line,
it was shown that client-stored database hints could enable sublinear query times [72], [28], [47], [27], [44]. Several very
recent works have considered practical single-server implementations of this PIR paradigm such as [81]], [52], [76]], [37].
However, these works require either streaming the entire database in the offline phase or requiring the server to perform
heavy computation per client.

PIR using the CRS Model. Very recently, several works have considered PIR without offline communication to avoid the
obstacles and costs of offline preprocessing. Starting with Tiptoe [42], follow-ups such as HintlessPIR [53] and YPIR [63]]
consider practical PIR in the CRS model. Prior to InsPIRe, all these works sacrificed larger query communication in order
to eliminate offline communication. In a more theoretical line of work, a recent breakthrough work [56]] presented a doubly
efficient PIR construction with sublinear query time and silent preprocessing from RLWE, but the practical costs remain
impractical [69].

PIR with Additional Features. PIR with more advanced query functionalities have also been studied such as batch PIR
that efficiently retrieves multiple entries at once. Some examples include [S7], [41], [5], [4], [79], [68], [8]. Constructions
for keyword PIR has also been presented where queries are performed over sparse databases consisting of keys and values
(see 30, [591, 73], [17] as examples). PIR with additional security features has also been studied such as in the presence
of malicious servers including [23]], [31]] as well as symmetric PIR with database privacy [3], [S5].

Ring Packing. The problem of ring packing to transform LWE to RLWE ciphertexts has been studied in three differ-
ent classes. The row method [[18]] uses the least amount of cryptographic material while the diagonal [45] and column
methods [22]], [65], [10], [7] use more cryptographic material to obtain faster packing times.

Labeled Unbalanced PSI. The idea of using polynomial interpolation to represent sets and homomorphic polynomial
evaluation for retrieval have been explored in the context of labeled unbalanced PSI [20], [[19], [26], but the detailed
constructions are quite different from ours. In particular, in these works, the interpolation is done over the plaintext SIMD
slots (e.g. over Z,), while our polynomial interpolation is done over the entire plaintext ring R,. Importantly, the PSI
constructions encode the evaluation points as SIMD slots which are then encrypted as RLWE ciphertexts. The encrypted
plaintexts generally have high norms, and so each homomorphic multiplication results in a large multiplicative noise growth.
To overcome the large depth homomorphic multiplications, these works proposed tricks such as sending multiple powers of
the evaluation points to the sender. In contrast, our homomorphic evaluation uses RGSW encrypted unit monomials which
only incur additive noise growth for each multiplication, allowing the use of efficient RLWE parameters.

10. Conclusions

We present InsPIRe that obtains higher throughput and smaller query communication than all prior PIR schemes, using
only server-side preprocessing. Along the way, we introduce a novel ring packing algorithm, InspiRING, requiring smaller
cryptographic material and faster online packing times as well as a new approach to PIR using homomorphic polynomial
evaluation.
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Appendix
1. Security and Correctness Definitions of PIR

Security. We define single query privacy for a PIR scheme using a standard indistinguishability game.
1) Setup Phase:

a) On input security parameter 1, A outputs a database D.
b) The challenger computes (pp, D’) < Setup(1*, D) and gives it to A.

2) Challenge Phase:
a) A outputs a pair of challenge indices (idx(o), idx().
b) The challenger chooses a bit b € {0,1} uniformly at random.
¢) The challenger computes the challenge query (st®, qry(®)) <— Query(pp, idx(b)). The challenger sends qry® to A.

3) Guess Phase: A outputs a bit b'.

The advantage of the adversary A in this game is:

AWVE(\) = | Pr[t’ = b] — (1/2)]

We say that a PIR scheme achieves single query privacy if for any PPT adversary A, its advantage Advap()\) is a negligible
function in A. As in SimplePIR [43], we may extend the notion of single query privacy to a sequence of () queries. We
defer the details to the full paper.

Correctness. For all A € N, all databases D, and all indices idx, let (pp, D’) < Setup(1*, D), (st,qry) < Query(pp, idx)
and resp <+ Respond(pp,D’,qry). For a correctness parameter §, we say that a PIR protocol is (1 — §)-correct if
Pr[Extract(pp, st, resp) = DJidx]] > 1 — ¢.

2. LWE to Intermediate Ciphertexts

We give a detailed mathematical derivation of the first stage of our packing algorithm that transforms the input
LWE ciphertexts into intermediate ciphertexts. As discussed, our approach transforms the RLWE ciphertext (a,b) into
an intermediate ciphertext that resembles an MLWE ciphertext. A key characteristic of this transformed ciphertext is that its
non-constant term coefficients are zeroed out. Furthermore, these intermediate ciphertexts retain homomorphic properties,
enabling aggregation of multiple ciphertexts into a single one that contains the LWE messages as the coefficients.

To facilitate this_transformation, we introduce an alternative interpretation of the b component, leveraging Lemma
In essence, Lemma 1] states that for any polynomial p(X) = Zf;ol ¢; X', summing d/2 versions of 7J(p) 4+ 71, o 7} (p)
(obtained by applying the automorphism X — X9 and X — X9 " for j € {0,...,d/2 —1}) yields a polynomial where
all coefficients are zero except the constant term, which is scaled by a factor of d. As we will show, this operation is crucial
for isolating the LWE message m into a constant term polynomial. R _

Our initial step involves applying the operator Tr from Lemma |1|to the b component of the RLWE representation (a, b).
More specifically, from Eq. we may re-interpret everything over Z[X]/(X? + 1) and obtain b = —a5 + m + q@ for some
@ € Z[X]/(X? +1). Applying Tr to both sides, we get:

Tr(b) = Tr(—as + 1 + qi)
= —Tr(ab) + Tr(1n) + q - Tr(i).
' Given that Eis a constant polyr}omial, Tr(b) = Zji 20_1 Tg (b) + 7 or_g (b) = d-b. Assuming d is invertible mod ¢ (which
is true when ¢ is odd), we can write:

b=d ' (=Tr(as) +Tr(m)) (mod q)
= —d~'Tr(as) + d~'Tr(m) (mod q).

We have Tr(1) = d - m. We define a new message representation as m(X) := d=! - Tr(m) = m.
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Substituting this expression for b:

b= —d'-Tr(ab) +m (mod q)
d/2—1

—| > (@ H@) -7 G)

=0

d/2—1

- Z (dil -7 OTg(d)) . (Th o 7'5(5)) +m  (mod q)

=0
=—(4,8) +m (mod q)

The second equality follows from the definition of Tr and the property that 74 and 75, are ring automorphisms. The final

equality is written succinctly as an inner product of two vectors 4,8 € RZ. Here, a[j] := d~' - 7/(a) and a[j + d/2] :=
d=' -7, o7r)(a) for j < d/2 e.g. the second half is an automorphic image of the first half by 7. Slmllarly, 8lj] == 72(3)

and 8[j + d/2] := 75, 0 7,(3) for j < d/2.
This formulation allows b to be interpreted as a pseudorandom component of an MLWE-like ciphertext with the random
component & and the secret key S.

3. Conversion to RLWE Ciphertext

This section provides the detailed procedure for converting the aggregated intermediate ciphertext IRCtx(m) = (aagg, bagg) €
Rfll X I, into a standard two-component RLWE ciphertext. The input IRCtx(m(, gg) encrypts the packed message 17,44 (as
defined in the main body) and consists of d+ 1 ring elements. The components &ag¢[j] are associated with secret key shares
8] = 7J(3) and 8[j + d/2] = 7, o 7](3) for j < d/2. The goal is to obtain a ciphertext (afin,bfin) encrypted under base
secret key 3.

The conversion relies on iteratively reducing the number of components using key-switching.

Key-Switching Preliminaries. Recall the key-switching key generation algorithm KS.Setup(s;,, Sout) Which produces a
key K that can transform a ciphertext component encrypted under s;, into one encrypted under s,,;.

For our specific purpose, we require two elementary key switching matrices. The first matrix is constructed as K, <
KS.Setup(74(5), 5). By applying Galois automorphisms 7/ (resp. 7, o 7;) to K, we obtain a key-switching matrix from
T]+1( ) to 7 (3) (resp. 7, 0 7)1 (3) to 7, 07](5)). The second matrix is constructed as K, < KS.Setup(7,,(8), $) and used
in the final step of the algorlthm

The COLLAPSEONE Subroutine. The core building block for this conversion is a subroutine to “collapse” ciphertext
components, adapted from standard relinearization techniques. The goal of this subroutine is to use the key-switching to
re-express the pseudorandom component masked by one secret key share so that it is now masked by another key share.
We refer to these key shares as the source key share and the target key share, respectively.

In line 2, key-switching is performed on the last component a[k— 1] with respect to the current pseudorandom component
b. This in turn results in ¥ = —(a”,s’) + m + enoise + €rs, Where a” and s’ are the “reduced” vectors without the
corresponding source key share component. e,,;s. 1S the initial noise present in the input and ey is the additive noise from
the key-switching. Note that the returned pair (a’,b’) is essentially a partial ciphertext where a’ masks a portion of the
pseudorandom component b'.

The COLLAPSEHALF Subroutine. This subroutine is used to collapse the random components masked by the key shares
T, k(3) (resp. 11, 0 Ty k(3)) so that it is masked by a single key share 3 (resp. 73,(3)).
! Using the COLLAPSEON E procedure as the building block, we can iteratively collapse the ciphertext components.

In the k-th iteration of the loop, the component to be eliminated is a*)[k], whrch is associated with the secret 7, k(3)
(resp. 7, 0 T, ¥(3)). The target secret for this component is T’C L(8) (resp. 1, 0 7' ~1(3)). Consequently, the required key-
switching matrlx is K=t = 7F=1(K,) (resp. 7, o 7,1 (K, ) and we can invoke COLLAPSEONE to reduce the number of
ciphertext components by one.

After d/2 —1 such key-switching steps, we obtain (a(®), 5(?)). Note, the masking part of b(°) that was originally masked
by secret key shares 7] (3 ) (resp. 7, o 7)(3)) is now masked by 5 (resp. 7;,(3)) with a(® as its random component. This
process incurs addltrve noise correspondrng to the d/2 — 1 key-switchings.

The COLLAPSE Procedure. After invoking COLLAPSEHALF on both halves of the random components, the resultant
pseudorandom component b, can be expressed as by = —a1§ — as7x (8 ) + Magg + €tot Where e is the total accumulated
noise from the d — 2 key-switchings. The final key-switching using K}, is performed to eliminate the secret key share 7 ($)
in the expression.
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Online Computation. We can see that the online execution of each invocation of KS.KeySwitch involves an inner product
between y*~1 and the gadget decomposed al*), which costs O(¢) polynomial multiplications and additions. This in turn
implies that there are in total O(¢d) polynomial multiplications and additions. In NTT space, each polynomial multiplication
and addition costs O(d), and so the total online running time of packing is O(¢ - d?).

4. Proof of Lemma

First, we state a useful number theoretic fact from [34].
Lemma 3. [34)] Let d be a power of two and v < d also a power of two. Let g = 2d/v + 1 € Z} ;. Then ord(g) = 7.

Lemma 4. Let d be a power of two and v < d also a power of two. Let g = 2d/y + 1 € Z3,. Then the map g
(mod 2d) — ¢* + g — 1 (mod 2d) is a bijection.

Proof. First, we see that g = 1 (mod g — 1), which can be proved by induction. By Lemma [3| ord(g) = ~. Pigeon hole
principle implies that the elements of {g' (mod 2d) | 0 < i < 7} are precisely of the form g + j(2d/~) for 0 < j < 7.
Therefore, the map ¢° (mod 2d) — ¢* + g — 1 (mod 2d) is a bijection. O

The next lemma is central to the proof of Lemma [T}

Lemma 5. Let p(X) = Zj;é c;XJ. Let v < d be a power of two integer and g = 2d/~ + 1. Then,

y—1
my(p) =Y Ti(p) = my(p) =7 X",
i=0 v|i
Proof. We have 7/ (p) = Z?;& chjgi and so
y—1ld—1 Cd-1 41 _
)= 3 5 e = T ().
=0 j=0 j=0 =0

Thus, it suffices to show that 37— X799 =~ . X7 if v| j and 0 otherwise. _

Suppose that ~y | j. It suffices to show that X79 = X7, which would imply that X 79" = X7 for all 0 < i < 7. Now,
since g = 2d/v + 1, jg = 2dj/v + j. But since v | j, it follows that 2dj/~v is a multiple of 2d, which implies that
X799 = X?4/7+i = XJ. Therefore, we have 3 )_; X79' = - X7. On the other hand, suppose that y { j. We want to show
that 3277 X79" = 0. Let w = X7(9~1). Then,

y—1 ) -1 )
wZng" - ZXj(g%g—l).
i=0 i=0

By Lemma 4] the map ¢* (mod 2d) — g’ + g — 1 (mod 2d) is a bijection, which implies that

v—1 ) y—1 )
ZXj(gWg*l) = ZXJ’Q"
i=0 i=0

This shows that (w — 1) Y.7-) X79' = 0. It remains to show that w # 1, which would prove that 37 X79' = 0 because
Z[X]/(X? 4 1) is an integral domain. But w = X7(9=1) = X24%/7 = 1 if and only if 2dj /v is a multiple of 2d if and only
if v | j. But since 7 { j, it follows that w # 1, completing the proof. O

Finally, we prove the main lemma using the above.

Lemma 1. Let p(X) € Z[X]/(X%41) such that p(X) = Zf;ol c; X where d is a power of two. Let g = 5 and h = 2d —1,
and define Tr : R — R as
d/2—1

Tr(p) == Y l(p) + o Ti(p).
=0

Then Tr(p) = d - co.
Proof of Lemmal[l) Applying Lemma |S| with v = d/2 and g = 5 yields mq/2(p) = (d/2) (co + cq2X%?). Now

d d
Th 0 Ta/2(p) = 3 (Co + cay2 'Th(Xd/2)) =3 (Co - Cd/QXd/2>

But Tr = m4/5 + T, © m4/5 implying Tr(p) = d - co. O
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5. Analysis of InsPIRe

Lemma 6 (Polynomials with Subgaussian Coefficients [62]], adapted). Let f(X) = Z?;é [; X9 € R where each coefficient

fj is independently sampled from a subgaussian distribution with parameter o. Let g(X) = Zz;é gxX"* € R be a B-
bounded polynomial, e.g. |gr| < B. Then h = fg has coefficients h; that are subgaussian with parameter VdBo.

Lemma 2. [Theorem 2.19 [62], adapted] Given RLWE(my), let RGSW(m1) be a fresh ciphertext encrypting a unit
monomial, e.g. m; = +X* for some 0 < k < d. Let the error distribution x be subgaussian with parameter oy, and
let ¢ and z be the gadget parameters of the RGSW ciphertext. Under the independence heuristic, the external product

RLWE(mo) [0 RGSW(my1) incurs additive noise e., € Ry whose coefficients are subgaussian with parameter o, and
afp < Zdzzai/z

Proof. Let RLWE(my) = (a,b) where b = —as + e;, + Amyg. Let RGSW(m;) = [a, —sa + €] +my - G2, where a € Rgé
and e € x(RéZ). Computing the external product expression directly, we get:

RLWE (mg) & RGSW(m4)
=G5 ([a,b]) - ([a,—sa+ €] +m; - Ga..)
— a- G ([0, b)), —s-a- Gz} (a,D)] + e Gz (. )]
+ [mia, mb]
= [a',—a's + ecp] + [mra, mi(—as + e;n + Amy))]
= [a' + mia,—(a’ +mya)s + miei, + ecp + Amomy]
= [a",—a"s + miein + €cp + Amomy]

where we have defined o’ := a- G, !([a,b]) and e, := e - G, '([a,b]), and a” := @’ +m,a. Since m; is a unit monomial
and ||m4 ||, = 1, we have ||mlem||<><> = [Im1]]so||€inllco = Hezn”oo Therefore, the only additional noise from the external
product is “the additive noise €ep-

We now analyze e.,,. € is a fresh noise vector and thus the coefficients of each polynomial are subgaussian with parameter
oy- By the definition of G;i each element ||G2_:lz([a,b])[kz]||00 < z/2. By Lemma |§I, each product e[k] - G;i([a,b])[k]
has coefficients that are subgaussian with parameter v/dzo, /2. The entire product e, = e - G, ! ([a, b]) involves adding 2¢

such polynomials. Thus, invoking independence heuristics, e., has subgaussian coefficients with parameter o, satisfying
02, < ldz*0% /2. O

Theorem 9. Let the error distribution x be subgaussian with parameter . Let £, and zis be the gadget parameters of the
key-switching matrices. Let £gs,, and zgs,, be the gadget parameters of the RGSW ciphertext. The error polynomial of the
RLWE ciphertext ct has the form e= emam + eover flow € Ig. Under the independence heuristics, €mqin has subgaussian
coefficients with parameter o> < Np? a + tlpsd?2 o x/4 + tlysw - dzgéw ai/Z and ||€over flow!|oo < tp/2.

main

Proof. We first analyze the main noise €,,;, of the final ciphertext ct. The first level of the recursion involves multiplying
each LWE ciphertext by an element in Z,, and summing up N/t of them. Thus, the error term of each of the resulting LWE
ciphertexts has subgaussian coefficients with parameter oy and 0 < Np?o

By Theorem [2] ' InspiRING incurs an additive noise epqcr Whose coefﬁments are subgaussian with parameter opqck:
aﬁack < lysd?2E 0 oy 2 /4. Thus, after packmg, each of the n RLWE ciphertexts at this point have noise e; whose coefficients
are subgaussian with parameter o5 : 03 = o7 + Jpack

By Lemma [2, each external product incurs an additive noise e, with subgaussian coefficients with parameter o), :
ozp < Egswdzgswai /2. Since there are ¢ — 1 external products and ¢ — 1 additions of the packed ciphertexts, the final
ciphertext has main noise e,,q4;, With parameter o,,qin:

72nain = tO’g + (t - 1)0311
<to3 +07)
< Np°o3 + thyd? 27,02 JA + tlyewdz) 0% /2
completing the analysis for the e;,q;, term.
We now analyze the additional noise introduced from the plaintext overflow from the n homomorphic additions during
the homomorphic polynomial evaluation.

Formally, consider the final ciphertext ct = (a, —as + Am + €4in) Where €,4in is the primary noise. Decryption
yields [Am + €,4in]q. An overflowed plaintext m can be written as m = [m], + p - 7. Here, [m],, is the intended message

ag,
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(modulo p), and p - 17 is the overflow, with ||771||oc < n. The scaling factor is A = |g/p| = q/p+ € where € € [—-1/2,1/2)
is the fractional part. Thus,

Am + emain = A[m]p + (Q/p + €)p 1 + €main
:A[m]P+q'm+6p'm+emain

Modulo ¢, the g - /1 term vanishes, leaving [A[m], + €p - 1 + €mainlq- The overflow-induced error is eoyer frow = €p - 1
with ||eover fiow||oo < tp/2, completing the proof.

For the eyper 10w ertor to significantly affect decryption, its magnitude upper bound ¢p/2 must be comparable to the
noise tolerance, e.g. tp/2 = Q(q/p). This implies ¢ = O(tp?). In practice, however, for a typical choice of RLWE parameters
and the interpolation degree ¢, we usually have ¢ > tp?. Therefore, the overflow error e,yer flow = €p - 1 is negligible
compared to the decryption threshold ~ ¢/p.

Theorem 10. For subgaussian x with parameter o, define 57, ., = Np*os +tlyd® 2} 0% [A+tUgew - dz2,, - 02 /2. Then,
for § > 2dexp (—m(A/2 —tp/2)? /52, ;). InsPIRe is (1 — §)-correct.

Proof. By Theorem E], we know that the final ciphertext has noise € = €main + €overfiow fOr a subgaussian e€,,44, With
parameter oyqin < Tmain. Hence, we know that for every 4, Plemainli] > A/2—1tp] < §/d, s0 P[||emainl||occ > A/2—1tp] <
J, 50 |le||lo < A/2 with probability 1 — . So the decryption is correct with 1 — §, which proves the theorem.

Theorem 11. Let {y, and (s, be the gadget parameters of the key-switching matrices and the query RGSW ciphertext
respectively. In the CRS model, InsPIRe runs in offline time O(Nd? +t(d® + {1sd? g d)) and online time O(Nd + tysd* +
tgswdlg(d)).

Proof. The first level of the recursion incurs O(Nd) multiplications and additions over Z,. The LWEs to RLWE translation
involves invoking InspiRING ¢ times, and by Theorem |1} the total time is O(tfysd?). Each iteration of the loop in the
homomorphic polynomial evaluation can be broken down as follows:

1) Inverse NTT ct back to coefficient form.
2) Gadget decompose ct

3) NTT gadget decomposed ct

4) Matrix-matrix product AB with A € R,
5) Add two RLWE ciphertexts

The first three steps can be done in O ({4, d1g(d)) times. The matrix-matrix product costs O({s,,d) time. The addition
of two RLWE ciphertext costs d times. Overall, each iteration of the loop takes O({ys,dlg(d)) time. Therefore, the
entire homomorphic polynomial evaluation takes O(tlys,d1g(d)) time. Thus, the entire protocol takes O(Nd + t4ysd* +
tlyswdlg(d)) time. O

Theorem 12. The total communication cost of InsPIRe is

1%2g0 200 X2

and B € R;

dlyslogy q + (N/t)10gy q + 4lyswdlogy g 4 2d1og, q

Proof. The upload cost consists of the packing keys, the indicator vector, and the RGSW ciphertext. The packing key size
is 2dlislog, . The indicator vector is of length N/t, so the total size is (N/t)log, ¢. Finally, the RGSW ciphertext is of
size 4 X £g44,,. The download cost only consists of one ciphertext, which is of size 2dlog, q. O

6. Security Analysis of InsPIRe

Key-Dependent RLWE Hardness. The security of InsPIRe relies on the hardness of the following variant of the decision
RLWE problem, adapted from [63]:

Definition 1 ([63])). Let A be a security parameter, d = d(\) a power of two, m = m(\) be the number of samples, ¢ = q(\)
a ciphertext modulus, and x(R) = x(\, R), x(R™) = x(\, R™) be error distributions over the ring R = Z|X]/(X? + 1)
and vector R™. Let F be an efficiently computable set of functions from R, to R,. For a bit § € {0,1} and an adversary
A, let

s<x(R),a<U(Ry"),e<x(R™)
toU(Ry"),t1+sa+te }

W = PrlA%V (1), a, tg) |
The oracle O takes as input a function f € F. If § =0, it outputs a uniformly random pair (x,r) € Rg X Rg. If =1, it

outputs (a,as + e+ f(s)), where a < U(Ry,) and e < x(R). We say that the key-dependent RLWE hardness assumption
with parameters (d, m,q, x,F) holds if for all PPT adversaries A, the advantage |Wy — W1 | is a negligble function in \.
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We require the assumption to hold for a family Fg,;, of scaled Galois automorphisms:
Fauto =1k 714 | k € Zg,9 € N}

Security Analysis of InsPIRe. We now show that InsPIRe satisfies the query privacy definition assuming the hardness of
the key-dependent RLWE problem.

Theorem 13. Let X\ be the security parameter; zys, lrs, Zgsw, Lgsw be the gadget parameters for InspiRING and the RGSW
encryption respectively. Suppose that the key-dependent RLWE hardness assumption holds for m > N/t + 205 + 20y,
with the function family F..:o. Then InsPIRe satisfies query privacy.

Proof. Suppose, for contradiction, that there exists a PPT adversary .4 that wins the query privacy game for InsPIRe with
a non-negligible advantage Advfftp()\) = €(\). We construct a PPT algorithm 5 that breaks the key-dependent RLWE
assumption with non-negligible advantage.

Algorithm B is given 1%, a vector a € Rg"', a vector tg € R;” (where § € {0, 1} is the RLWE challenge bit) and access
to an oracle O(-). B proceeds as follows:

1) Adversary’s DB Choice: 3 runs A on input 1*. A outputs a database D.

2) Simulate Offline Query Components: To generate qry.e for A, B uses its RLWE challenge samples and oracle O(+).
Recall from InsPIRe.Setup that qry.s in pp consists of the random matrix A for the LWE ciphertexts and the random
parts of the key-switching matrices K, and Kj,.

o BB forms the matrix A using the first N/¢ polynomials from its input a.

o For the offline parts of the key-switching matrices, which are w, and wy: For each k € [l ], B queries its
oracle O() with f¥ = 27" - 7, and ff = 2! - 7,. Let the outputs be w2,y 9) and (w",y™). B sets
— @) (9) — [,y (h)
wy = [wy’,...,wy” ] and wp, = [wg, .. wp 0]
B sets qryof < (A, wq, Wp).
3) PIR Setup: B computes (pp,D’) «+ InsPIRe.Setup(1*, D). It replaces pp’s offline query parts with the computed
qryoff- Let this updated public params be pp’. It gives (pp’,D’) to A.
4) Adversary’s Challenge Indices: .4 outputs a pair of indices (idx(o)7 idx(l)).
5) B’s Internal Challenge: 5 chooses a random bit ¢ € {0,1}. B will simulate qry(®) for A. Let idx®) = (4, ).
6) Construct Challenge Query qry(?): B constructs qry(®) = (b, RGSW (w’ ),¥g,¥n) as follows:

o For the LWE pseudorandom vector b: For £k = 0... N/t —1, B computes by, = Coeff(tz[k] + Apg,0) (e.g. constant

term of the polynomial), where p, = 1 if ¢ = k and py, = 0 otherwise. Set b = [bo, .. ., bN/t,l]T € Zév L
« For the pseudorandom parts of the key-switching matrices y, and y;: Set y, = [y(()g),...,y,gfz_l] and y; =
[y(()h), e ,yég_l}, which are constructed from the second components of the oracle query responses.

« For RGSW(w7) : B uses the next 2/,,, samples from its RLWE challenge (a,ts). Let these be (agsw, tgsw). B
constructs RGSW(w?) = [agsu, tgsw) + G2,z,,, - w’! where w = X 24/,
B gives the fully constructed qry to A.
7) Adversary’s Guess: A outputs a bit b'.
8) B’s Output: Output 1 if b’ = c. Otherwise, output 0.
Now, we analyze B’s advantage in the key-dependent RLWE game. Let Wg = Pr[B outputs 1 | RLWE challenge bit is f].

e Case 1: 5 = 0 (RLWE samples are random): In this case, we see that the outputs in qry,, are uniformly random
and independent of the query index idx.. Therefore, the adversary cannot do better than a random guessing, and thus:

Wo=Pr[t/ =c|B=0]=1/2

o Case 2: § = 1 (RLWE samples are real): In this case, B perfectly simulates the query privacy game for 4. The
components tg[k] used for constructing b generates identically distributed pseudorandom components of the LWE
ciphertexts. The outputs from the oracle to generate RLWE encryptions of the automorphic images of the secret keys
are identically distributed as the outputs from KS.Setup. The RGSW ciphertext is also identically distributed since B
perfectly simulates the RGSW encryption.

Thus, A’s view is identical to a real query privacy experiment. A’s advantage is Advap(A) = |Pr[t/ =] —1/2| = ¢(N).
Therefore, Pr[t) =c| f=1] =1/2+ ¢(\). B outputs 1 if b’ = ¢, and so

Wy =Pl =c|B=1=1/2%¢\))
Therefore, the advantage of B in breaking the key-dependent RLWE hardness assumption is:
Wo = Wil =[1/2 = (1/2 £ e(N))| = €(})
contradicting the hardness of the key-dependent RLWE problem. Therefore, InsPIRe satisfies query privacy. O
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6.1. Extension to Multiple Queries. As in prior works, the security of InsPIRe extend to multiple queries with common
random components as long as a new secret key is sampled for each query.
We can modify the single query privacy experiment so that the adversary can adaptively make oracle queries for
encryptions of one of the query indices, up to () oracle queries.
1) Setup Phase:

a) On input security parameter 1*, A outputs a database D.
b) The challenger computes (pp, D’) < Setup(1*,D) and gives it to A.

2) Challenge Phase:

a) The challenger chooses a bit b € {0,1} uniformly at random.
b) Fori=0...Q —1

i) A outputs a pair of challenge indices (ide(-O)7 idxgl)).
ii) The challenger computes the challenge query (stgb),qryl(-b)) + Query(pp, idxgb)). The challenger sends qry

to A.
3) Guess Phase: A outputs a bit b'.

(v

g

Proof Sketch. The proof proceeds via a standard hybrid argument. We define a sequence of ) + 1 hybrid experiments, Hy,
for k=0...Q.

In experiment Hy, the first k& challenge queries are “real” (e.g. correctly generated) while the remaining () — k£ queries
are random. Observe that H is the real query privacy experiment and H, is the experiment where the adversary receives
completely random values.

The core of the proof is to show that for any k, the experiments Hy_; and H; are computationally indistinguishable.
Otherwise, we can construct an algorithm B that can break the key-dependent RLWE assumption.

The reduction at a high level works as follows. For the k-th query, B generates the query using the RLWE challenge
as in the single query privacy reduction. For the first £ — 1 queries, B generates real challenge queries as in H, using
the same random components as in the k-th query to generate the encryptions (with a freshly sampled secret key for each
query). For the remaining () — k queries, B generates random queries as in H.

Note that if B received real RLWE samples, it perfectly simulates 7y, and otherwise, it perfectly simulates Hy—;. In
particular, any non-negligible advantage .4 has in distinguishing #;_; and #; implies B can break the key-dependent
RLWE hardness assumption.

By the triangle inequality, we can thus conclude that any non-negligible advantage .4 has in distinguishing between g
and Hg implies that the key-dependent RLWE hardness assumption is broken. This completes the proof.

O

7. Optimizations and Extensions to InsPIRe

7.1. Approximate Gadget Decomposition. We note that our construction can use the standard approximate gadget decom-
position technique to further reduce the query size and the server computation. This was first introduced in the context of
TFHE bootstrapping [21]], but the same technique can be applied to the BFV ciphertexts that we use in our work.

We provide a high level overview of this technique in the context of key-switching, but the same principle applies for
the RGSW ciphertexts. Consider a RLWE ciphertext (@,b = —a5 + €+ Arn). Let G0, consist of the least significant digits
of the coefficients of @ in base z (e.g. ||@iow||, < 2), and @nigh = @ — Giow. Then, we can express b as:

b= —as+é+Am (mod q)
= —(G1ow + Gnign)s + €+ Am  (mod q)
= —QhighS + € — QowS + Am (HlOd q)

In particular, (@nign,b) is a valid RLWE ciphertext where the term —@;.,§ is now part of the noise. If z and the secret key
5 have sufficiently low norm (e.g. s from ternary or error distribution), then this additive noise term typically has minimal
impact on decryption. Now, suppose that we want to key-switch this ciphertext to be encrypted under a different secret key
§'. Because the least significant digits (in base z) of @piqn are zero, the key-switching matrix component corresponding to
the least significant digit is not necessary. In particular, instead of the key-switching matrix consisting of ¢ components,
it now only requires £ — 1 components. This technique is particularly effective when the number of components ¢ in the
standard gadget decomposition is small (as in our case). This key-switching strategy can be applied to Stage 3 of the
InspiRING algorithm, and the general idea can also be applied to the homomorphic polynomial evaluation part as well.

We expect this technique to reduce the size of the key-switching matrices and the RGSW encrypted evaluation points
by around 33% while reducing the total computation up to ~ 25%.
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7.2. Multivariate. The main limitation of the original InsPIRe protocol is the constraint ¢ < 2d, which is necessary to
ensure that the evaluation points are unit monomials (of the form +X*). We can overcome this limitation by employing a
multivariate polynomial interpolation/evaluation instead of univariate, at the cost of small additional query overhead.

Let a be the number of variables. For simplicity, we will assume that ¢ = £ for some power of two ¢ < 2d. Each
database entry is indexed by a tuple (i, ...,io—1) and denoted y;, i, ,, where each 0 < ; < t.

As in the univariate approach, we first define ¢ — th primitive root of unity w = X 2%t We then construct a o-variate
interpolation polynomial h(Zy,...,Za-1) € Rp[Zo, ..., Za—1] such that h(w'™,... wi=1) =y, ;. for each tuple
(igy ... ,iq—1). Note that this can be accomplished via the multidimensional FFT-based interpolation. h is constructed in a
way that the partial degree of the polynomial for each variable is £ — 1.

The homomorphic evaluation of h leverages the recursive structure of the multivariate polynomial rings. The ring
Ry Zo, ..., Zo—1] can be viewed as a ring of univarate polynomials in the variable Z,_, with coefficients in R,[Z, ..., Zo_2].

In particular, h can be expressed as

t—1
W(Zoy. - Zar) = exn(Zo,..., Za2)  ZE_,
k=0

where each coefficient c; is a polynomial in o — 1 variables. This decomposition can be applied recursively to each cy.
In particular, this structure naturally maps to a complete i-ary tree of depth «. Each internal node represents a univariate
polynomial in some variable Z;, and its children are the coefficient polynomials.

The homomorphic evaluation of h proceeds via a depth-first traversal of this tree structure. At each node, the corre-
sponding univariate polynomial is evaluated using the Horner’s method, with the required coefficients recursively evaluated.
This construction requires &« RGSW ciphertexts in the query, and costs O(t) RLWE-RGSW external products and RLWE
additions, same as in the univariate construction.

7.3. Extension to non-power of two t. Cooley-Tukey can only be used when ¢ is a power of two, but the runtime is only
O(tlogt) ring operations. For cases where ¢ is not a power of two, we can use Lagrange interpolation, which runs using
O(t?) ring operations. The interpolation happens over R, with the evaluation points defined as z; = X i, However, since
R, is not a field, we require that there exist an inverse for z; — z; in R,. For this, we rely on the following lemmas.

Lemma 7. Consider the plaintext ring R, = Z,[X]/(X? + 1) where p is odd and d is a power of two. Let X* € R, and
0 <k<2d Let g=gecd(k,2d) Then

d/g—1
X = o2t Y X
i=0
Proof. We need to prove that (X* —1)(p —2)7! Zfi%_l X = 1. We have
d/g—1 d/g—1
(xF—1) 3 Xt = Y xR xik
i=0 i=0

_ Xdk/g ~1

= (X

= (-9 —1=-2

where the last equality follows because k/g is odd. Since —2 = p — 2, multiplying by (p — 2)~! (which exists because
ged(p,p — 2) = 1) completes the proof. O
Lemma 8. Suppose that 0 < a,b < 2d and a # b. Then

d/g—1
(Xa _ Xb)fl _ sign(b o a) . demin(a,b) . (p o 2)71 Z Xi~|a7b\

1=0

Proof. We have (X® — X?) = —sign(b — a) - X™»(@b) (X1e=bl _ 1) Tt is easy to see that (X™in(e:0))=1 — _ xd-min(a,b)
and applying Lemma [7| to X9=%l — 1 completes the proof. [

Using these two lemmas, we can prove the following theorem about interpolating a polynomial over points in Rz.

Theorem 14. Consider t points {(zi,yi)}icyy € R2 where t < 2d and z; = X'. Then these points are interpolable over
the ring Ry, i.e., there exists P(Z) € R,[Z] such that P(z;) = y;.
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Proof. The i-th Lagrangian basis is defined by
Z — z;
L= 11 —
ogj<tg#i

and by Lemma [8| (z; — z;) ™! = (X% — XJ)~! exists. Note, L;(2;) = 1 and L;(z;) = 0 for j # i. So the interpolated
polynomial can be computed as

P(2) =y Li(2)
1=0

and it is easy to check that P(z;) = ;. O

Algorithm [T1] shows the pseudocode for Lagrange interpolation. We remark that the same multivariate polynomial
evaluation strategy can be used for the multivariate Lagrange interpolated database.

Algorithm 11 Lagrange Interpolation

1: procedure INTERPOLATE([yo, . . ., yt—1] | € Rb)
2: fori=0...t—1do

3 2[i] + y;

4: forj=1,---,t—1do

5: fori=t—1,---,jdo ) o
6: 2[i] « (z[i] — z[i — 1]) - (X* — X?=9)~!
7 fori=0...t—1do

8: cli] + 0

9: c[t — 1] « z[n — 1]

10: fork=t—2,---,0do

11: fori=k,---,1do

12: c[i] + XF(c[i] + c[i — 1))

13: c[0] « X*c[0] + z[k]

14: return c

8. Analysis of InsPIRe?)

Lemma 9 (Modulus Switching [62], Theorem 3.4, adapted). . Let ¢ > § > p and let R = Z[z]/(z? + 1) where d is a
power of two. Suppose ¢ = (c1,¢2) and cis+cz = |q/p]p+e (mod q) for some s € Ry, ¢ € R?, ||plloc < p/2 and e € R.
Suppose the components of s are independent subgaussian random variables with parameter o, and e is subgaussian with
parameter o.. Let (¢1,¢2) = (|Ge1/ql, |Gea/q]). Then ¢1s+ ¢ = |§/plp + € (mod §) where € = e] + e,

1 - q
le1]loe < 3 (2+ (¢ mod p) + g(q mod p)) 7

and the components of es are subgaussian with parameter o3 = do? /4 + (G/q)*c2.

Lemma [9] also holds in the case where only a subset of the coefficients of e follow a subgaussian distribution. In that
case, the claim of the lemma holds for the same subset of coefficients in es.

Theorem 7. Let the error distribution x be subgaussian with parameter o. For i € {0,1,2}, let e; denote the error term
of an RLWE ciphertext in resp;, defined as in Algorithm |5 Moreover, let e[: ] denote a polynomial which only consists of

the first v coefficients of e. Then for i € {0, 1,2}, under the independence heuristic, &;[: v;] = &M 652) such that

i

- 1 - q
el < fla,4:p) = 5(2+ (@ mod p) + (g mod p))
and éz@) has subgaussian coefficients with parameter &; where
55 < o = do} [4+ (G/q)* (N/t)p° 0% + lesvodzi,0 /4) (3)
F2<Y = dai/4 + (Q/q)Q(tp2a>2< + fkﬂldzzsai/‘l) )
55 < Xp =do} [4+ (4/q)*(tp*0} + Lrsv2dzi,0s /4) 5)

Proof. We prove the theorem for respy and proof for the other two follows similarly.
The first level of the recursion involves multiplying each LWE ciphertext by an element in Z, and summing up N/¢
of them. Thus, the error term of each of the resulting LWE ciphertexts is subgaussian with parameter o; , and o% ». <
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(N/t)pga’i. By Theorem PartiallnspiRING incurs an additive noise epqcr such that epqcr[: Yo] has subgaussian coefficients
with parameter o, Where afmck </ ks*yodzisaf( /4. Thus, after packing, each of the ¢ RLWE ciphertexts have noise ¢ such
that the coefficients of eg[: yo| are subgaussian with parameter op where 0§ = 07, +02,.. < (N/t)p*0% +Lrsv0d2i 0% /4.
Finally, after performing modulus switching, based on Lemma [0} we obtain a final error ¢, which follows the theorem.
The same rationale holds for €; and €5, but with inner product of length ¢ and packing parameters ~; and 2, respectively.

O
Theorem 8. For f(q,q,p) and ¥; defined as in Theorem [7] then if
§o = 2tyo exp (—m(q/2p — f(g,4,p))*/%3)
81 > 2rdexp (—7(q/2p — f(q,4,p))*/%})
8y = 270 exp (—7(/2p — £(a,4,p))*/53)
then InsPIRe® is (1 — 8y — 81 — &2)-correct.
Proof. Failure can occur if the noise over flows in the three steps outlines below as three events.
o Ejy: Failure in the first level of PIR + packing using o
o 5 Failure in the second level of PIR + packing using ~;
o E5: Failure in second level of PIR + packing using 7o
The total failure can be bounded as P[E] = P[Ey V Ey V Es] < P[Ey] + P[E4] 4+ P[E,]. In each case,
P[Eo] = tyoP([éo| > q/2p]
< tyoPlleol > ¢/2p — f(q, 4, p)]
< 2tyg exp (—m(q/2p — f(4,4,p))*/55) < do
Similarly,
P[Ey] < 27dexp (—n(q/2p — f(¢,4.p))*/%1) < 1
P[E] < 27y0 exp (—m(q/2p — f(¢,4,p))*/%3) < 82
Hence, the total failure probability is bounded by dy + 01 + Ja. O

Theorem 5. Let (s be the gadget parameter of the key-switching matrices. In the CRS model, InsPIRe™® runs in offline
time

O(Nvod + t(72d + yolrsdlg d) 4 Ttd* 4+ Td(y1d + Lrsdlg d))

and online time
O(N~yo + tyodlys + tTy0 + Td*Crs + Ty0d(Y2 + Lrs 1g d)).

Proof. The runtime consists of five major parts, for which we provide the offline and online runtime.

o The first matrix multiplication runs in offline time O(Nd~) and online time O(Ny).

o The first packing takes advantage of the offline preprocessing and packs ¢ batches of 7, ciphertexts, so it runs in offline
time O(t(y3d + yolksdlgd)) and online time O(tyodlys).

o The second matrix multiplication runs in offline time O(7td?) and online time O(7t7).

o The second packing also takes advantage of offline preprocessing, packing »TTf batches of 7, ciphertexts. Hence, this
step runs in offline time O(7d(y1d + ¢1sd1lgd)) and online time O(7d?(ys).

o The third packing, which packs % batches of v, ciphertexts, can not use preprocessing since the first component is not
known before hand. So all operations occur online and the online time is O((770/72)(v3d + Yadlys)) = O(Tv0d (2 +
Eks lg d))

O

9. Additional Experiments

We provide additional experiments for benchmarking of InsPIRe® and InsPIRe.We provide the breakdown for PIR over
a 1 GB, 8 GB, and 32 GB database using InsPIRe® and InsPIRe.
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TABLE 8: Performance metrics for different configurations of InsPIRe(®

1 GB Configuration

Yo = 16,71 = 1024,v2 = 16 Yo = 32,v1 = 1024, y2 = 32 Yo = 64,71 = 1024, ~v2 = 64
Entry Size 32B 64 B 128 B
N/t \ 8192 16384 32768 65536 \ 4096 8192 16384 32768 \ 4096 8192 16384 32768
Upload Keys 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB
Upload Query 80 KB 119 KB 219 KB 427 KB 53 KB 66 KB 113 KB 215 KB 40 KB 60 KB 109 KB 214 KB
Download 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB
Total Comm. 211 KB 251 KB 350 KB 559 KB 185 KB 198 KB 244 KB 347 KB 172 KB 191 KB 241 KB 345 KB
First Mat. Mul 104 ms 104 ms 104 ms 102 ms 102 ms 104 ms 101 ms 102 ms 104 ms 103 ms 102 ms 102 ms
First Pack 549 ms 277 ms 140 ms 67 ms 966 ms 487 ms 224 ms 112 ms 852 ms 429 ms 211 ms 107 ms
Second Mat. Mul 3.7 ms 1.8 ms 1.0 ms 0.5 ms 3.3 ms 1.9 ms 1.2 ms 0.8 ms 2.0 ms 1.1 ms 0.6 ms 0.4 ms
Second Pack 28 ms 29 ms 29 ms 28 ms 29 ms 29 ms 28 ms 28 ms 29 ms 29 ms 28 ms 29 ms
Third Pack 10 ms 9 ms 9 ms 9 ms 24 ms 21 ms 21 ms 21 ms 57 ms 58 ms 55 ms 59 ms
Total Time 750 ms 470 ms 330 ms 260 ms 1180 ms 690 ms 440 ms 320 ms 1100 ms 670 ms 470 ms 360 ms
8 GB Configuration
Yo = 167"/1 = 1024,")/2 =16 Yo = 32,’)’1 = 10247 Y2 = 32 Yo = 647 Y1 = 1024,’}/2 =64
Entry Size 32B 64 B 128 B
N/t \ 16384 32768 65536 131072 \ 16384 32768 65536 131072 \ 8192 16384 32768 65536
Upload Keys 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB
Upload Query 212 KB 265 KB 450 KB 861 KB 159 KB 238 KB 437 KB 855 KB 106 KB 132 KB 225 KB 431 KB
Download 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB
Total Comm. 344 KB 397 KB 582 KB 993 KB 291 KB 370 KB 569 KB 986 KB 238 KB 264 KB 357 KB 562 KB
First Mat. Mul 844 ms 819 ms 911 ms 836 ms 827 ms 845 ms 827 ms 824 ms 849 ms 840 ms 823 ms 814 ms
First Pack 2221 ms 1038 ms 538 ms 289 ms 1837 ms 994 ms 480 ms 225 ms 3462 ms 1681 ms 875 ms 424 ms
Second Mat. Mul 13.7 ms 7.1 ms 3.9 ms 1.7 ms 7.0 ms 4.1 ms 2.0 ms 1.1 ms 6.4 ms 3.9 ms 1.7 ms 1.1 ms
Second Pack 34 ms 29 ms 30 ms 30 ms 30 ms 28 ms 30 ms 28 ms 34 ms 28 ms 28 ms 28 ms
Third Pack 10 ms 10 ms 11 ms 9 ms 23 ms 22 ms 20 ms 20 ms 63 ms 59 ms 56 ms 56 ms
Total Time 3150 ms 1960 ms 1550 ms 1210 ms | 2850 ms 1930 ms 1420 ms 1150 ms | 4680 ms 2670 ms 1850 ms 1390 ms
32 GB Configuration
Yo = 16,71 = 1024,v2 = 16 Yo = 32,71 = 1024,y = 32 Yo = 64,71 = 1024,v2 = 64
Entry Size 32B 64 B 128 B
N/t \ 32768 65536 131072 262144 \ 32768 65536 131072 262144 \ 32768 65536 131072
Upload Keys 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB 80 KB
Upload Query 424 KB 530 KB 901 KB 1722 KB | 318 KB 477 KB 874 KB 1709 KB | 265 KB 450 KB 861 KB
Download 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB 52 KB
Total Comm. 556 KB 662 KB 1033 KB 1854 KB | 450 KB 609 KB 1006 KB 1841 KB 397 KB 582 KB 993 KB
First Mat. Mul 4336 ms 3308 ms 3430 ms 3406 ms | 3419 ms 3279 ms 3325 ms 3434 ms | 3369 ms 3313 ms 3391 ms
First Pack 8404 ms 2049 ms 1055 ms 555 ms 4131 ms 1855 ms 935 ms 494 ms 3778 ms 1685 ms 870 ms
Second Mat. Mul 37.9 ms 13.7 ms 7.1 ms 3.3 ms 13.3 ms 7.0 ms 3.9 ms 2.0 ms 6.8 ms 3.6 ms 1.9 ms
Second Pack 28 ms 103 ms 27 ms 29 ms 36 ms 32 ms 29 ms 30 ms 36 ms 31 ms 30 ms
Third Pack 11 ms 10 ms 10 ms 10 ms 24 ms 24 ms 23 ms 22 ms 62 ms 61 ms 57 ms
Total Time | 11780 ms 5540 ms 4560 ms 4070 ms | 7760 ms 5260 ms 4410 ms 4010 ms | 7390 ms 5280 ms 4430 ms
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TABLE 9: Performance metrics for InsPIRe using different polynomial interpolation degrees.

Database Size: 1 GB

1 bit Entry 64 B Entry 32 KB Entry
N/t 4096 8192 16384 32768 65536 4096 8192 16384 32768 65536 1024 2048 4096 8192 16384 32768
Interpolation Degree 32 32 16 8 4 32 32 16 8 4 32 16 8 4 2 1
Offline Time 113s 87 s 19s 9 s 96 s 110's 86 s 77s 98 s 9 s 305 s 177 s 106 s 83 s 72s 86 s
Upload Keys 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB
Upload Query 112 KB 140 KB 196 KB 308 KB 532 KB 112 KB 140 KB 196 KB 308 KB 532 KB 91 KB 98 KB 112 KB 140 KB 196 KB 308 KB
Download 24 KB 12 KB 12 KB 12 KB 12 KB 24 KB 12 KB 12 KB 12 KB 12 KB 96 KB 96 KB 96 KB 96 KB 96 KB 96 KB
Total Comm. 220 KB 236 KB 292 KB 404 KB 628 KB 220 KB 236 KB 292 KB 404 KB 628 KB 271 KB 278 KB 292 KB 320 KB 376 KB 488 KB
Mat Mul. 100 ms 100 ms 100 ms 110 ms 100 ms 100 ms 100 ms 100 ms 100 ms 100 ms 110 ms 110 ms 100 ms 100 ms 100 ms 100 ms
Packing 1070 ms 540 ms 320 ms 180 ms. 110 ms 1080 ms 570 ms 310 ms 180 ms. 110 ms 4220 ms 2030 ms 1050 ms 540 ms 300 ms 180 ms.
Poly Eval 14 ms 7 ms 4 ms 2 ms I ms 15 ms 7 ms 4 ms 2 ms I ms 59 ms 29 ms 14 ms 7 ms 3 ms 2 ms
Total Time 1180 ms 650 ms 420 ms 280 ms 210 ms 1180 ms 660 ms 400 ms 280 ms 210 ms 4390 ms 2210 ms 1170 ms 640 ms 410 ms 280 ms

Database Size: 8 GB

1 bit Entry 64 B Entry 32 KB Entry
N/t 8192 16384 32768 65536 131072 8192 16384 32768 65536 131072 262144 524288 8192 16384 32768 65536 131072 262144
Interpolation Degree 32 32 32 32 16 32 32 32 32 16 8 4 32 16 8 4 2 1
Offline Time 547 s 470 s 596 s 564 s 579 s 544 s 476 s 601 s 581s 566 s 556 s 560 s 547 s 470 s 598 s 597 s 538s 467 s
Upload Keys 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB
Upload Query 140 KB 196 KB 308 KB 532 KB 980 KB 140 KB 196 KB 308 KB 532 KB 980 KB 1876 KB 3668 KB 140 KB 196 KB 308 KB 532 KB 980 KB 1876 KB
Download 96 KB 48 KB 24 KB 12 KB 12 KB 96 KB 48 KB 24 KB 12 KB 12 KB 12 KB 12 KB 96 KB 96 KB 96 KB 96 KB 96 KB 96 KB
Total Comm. 320 KB 328 KB 416 KB 628 KB 1076 KB 320 KB 328 KB 416 KB 628 KB 1076 KB 1972 KB 3764 KB 320 KB 376 KB 488 KB 712 KB 1160 KB 2056 KB
Mat Mul. 850 ms 820 ms 800 ms 840 ms 820 ms 810 ms 830 ms 810 ms 810 ms 810 ms 910 ms 830 ms 810 ms 810 ms 810 ms 810 ms 830 ms 810 ms
Packing 4040 ms 2080 ms  1220ms  560ms  320ms  4050ms 2090 ms 1110ms  540ms  310ms  190ms  180ms 3970 ms 2050 ms 1270ms  S40ms 290 ms 190 ms
Poly Eval 59ms 30 ms 15 ms 7 ms 4ms 59ms 29 ms 15 ms 8 ms 4 ms 2 ms I ms 59ms 30 ms 15 ms 7 ms 4ms 2 ms
Total Time 5220 ms 3000 ms 1890 ms 1400 ms 1120 ms 5530 ms 3050 ms 1890 ms 1360 ms 1130 ms 1120 ms 970 ms 5630 ms 3010 ms 1920 ms 1340 ms 1120 ms 1020 ms

Database Size: 32 GB

1 bit Entry 64 B Entry 32 KB Entry
N/t 32768 65536 131072 262144 1048576 32768 65536 131072 262144 524288 1048576 16384 32768 65536 131072 262144 524288 1048576
Interpolation Degree 32 32 32 32 8 32 32 32 32 16 8 32 32 16 8 4 2 1
Offline Time 2539 s 2393 s 2406 s 2115 s 2111s 2581 s 2250 s 2420 s 2128 s 2114 s 2178 s 2052 s 2486 s 2569 s 2306 s 2340 s 2053 s 1945 s
Upload Keys 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB 84 KB
Upload Query 308 KB 532 KB 980 KB 1876 KB 7252 KB 308 KB 532 KB 980 KB 1876 KB 3668 KB 7252 KB 196 KB 308 KB 532 KB 980 KB 1876 KB 3668 KB 7252 KB
Download 96 KB 48 KB 24 KB 12 KB 12 KB 96 KB 48 KB 24 KB 12 KB 12 KB 12 KB 192 KB 96 KB 96 KB 96 KB 96 KB 96 KB 96 KB
Total Comm. 488 KB 664 KB 1088 KB 1972 KB 7348 KB 488 KB 664 KB 1088 KB 1972 KB 3764 KB 7348 KB 472 KB 488 KB 712KB 1160 KB 2056 KB 3848 KB 7432 KB
Mat Mul. 3200 ms 4300 ms 3400 ms 3500 ms 3300 ms 3300 ms 3300 ms 3700 ms 3300 ms 3300 ms 3400 ms 3700 ms 3400 ms 3400 ms 3300 ms 3300 ms 3300 ms 3300 ms
Packing 4210 ms 2440 ms 2150 ms 560 ms 230 ms 4120 ms 2220 ms 2050 ms 560 ms 310 ms 220 ms 15140 ms 4930 ms 2110 ms 1030 ms 540 ms 310 ms 210 ms
Poly Eval 59 ms 30 ms 15 ms 7 ms 2 ms 59 ms 30 ms 15 ms 7 ms 3 ms 2 ms 118 ms 61 ms 30 ms 15 ms 8 ms 4 ms 2 ms
Total Time 8300 ms 6220 ms 4800 ms 4040 ms 3510 ms 7640 ms 5370 ms 5040 ms 3880 ms 3630 ms 3620 ms 15470 ms 8360 ms 5480 ms 4320 ms 3820 ms 3650 ms 3500 ms
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